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Modeling and Simulation of Cyber Battlefield

Ali Jabar Rashidi *, Mohammad Shakibazad 2

Abstract: In order to protect cyberspace against cyber-attacks we need
situation-specific cyber awareness framework for the implementation of our
cyber maneuvers. This article alows an execution of cyber maneuvers
providing dynamic cyber battlefield simulator. The proposed cyber battlefield
contains essential information for the detection of cyber events; therefore, it
can be considered as the most important and complicated factor in the high-
level fusion. Cyber battlefield simulator provides detail of cyberspace
elements including knowledge repository of vulnerability, tangible and
intangible elements of cyberspace and the relationships between them that
can_provide and execute cyber maneuvers, penetration test, cyber-attacks
injection, attack tracking, visualization, cyber-attacks impact assessment and
risk assessment. The dynamic maker Engine in simulator is designed to
automatically update the knowledge base of vulnerabilities, to change the
topology elements, and change the access list, services, hosts and users.
Evaluation of simulator was done in a qualitative method of research and
using afocus group.
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