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A New Mechanism to Improve the Detection Rate
of Shilling Attacks in the Recommender Systems

Javad Nehriri !, Sasan Hosseinalizadeh 2

Abstract: Recommender systems are widely used, in social networks and
online stores, to overcome the problems caused by the large amount of
information. Most of these systems use a collaborative filtering method to
generate recommendations to the users. But, as in this method users
feedback is considered for recommendations, it can be significantly
erroneous by the malicious people. In other words, there may be some users
who open fake profiles and vote one-sided or biased in the system that may
cause disturbance in providing proper recommendations to other users. This
kind of damage is said to be shiling attacks. If the attackers succeed, the
user's trust in the recommender systems will reduce. In recent years, efficient
attack detection agorithms have been proposed, but each has its own
limitations. In this paper, we use profile-based and item-based algorithms to
provide a new mechanism to significantly reduce the detection error for
shilling attacks.
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. World Wide Web

. Electronic Business

. Information Retrieval Systems
. Google

. Personalization

. Recommender Systems
. Information Filtering
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. Actions

10. Servers

11. Users

12. Amazon
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2. Fake profiles

3. Shilling Attacks
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5. Robustness
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. K-Nearest Neighbors
. Semi-Supervised

. Label

. UnSupervised

10. Clustering

11. Principal Component Analysis based on selection cluster
12. Beta-Protection

13. Generic

14. Specific

15. Intra-Profile

O 00N L AW —



AYo VAT (o o€ Bylosd & 595 ol (S0 2

5ol )8 bgy 1 (sl jliel 51 Blocl 'WDMA 5 RDMA (agas sla Sg
S e

"(DegSim) ,Yb sladslunn b alis day3 o (RDMA) b i Sk 1 kel Gilol
555 se Lol RDMA (Y+ 0yt o Jaos by pen )b a6ly] Ly > Loy Yool Jlo 5o
5358 (o syt il 2 slajlitel S GugSno iy el o Ly el o 51 Ll
sla S5V F Jwo 1 50 5.l K5 dluer K 5l oy (Sed (1:55ke Degsim

A & < . . A . * S . . £
30 S 33 Lo (WDMA) by s ¢339 Sl 5 (DMA) byt Jf 555 B
bl p a8 il Sis oo ‘LengthVar .5e5 o Cgwxe RDMA @litino jl a5 1
Jobo (6505151 Luly)ly Lawgs ons) ol 395 oo duwloes )8 Lawgs sddosls (slagsly slass
LSl > bsgie Jsb 5l sy Jsb olise ol 3 5 35500 4,5 o (LengthVar)
.(Y’ 94 “_i:«ol.ed 9 )ALL9 5)NJL&:4° cgs)y) ASGA LS)SO)'IJJ‘ l) oald

P B G 4 deg b & A (Jae (e Sl el - Jie sla Sy Y
Sy Jle sl il (S J2bgn cove 6 pSeilul 4 dles (slaJue 390
ol 4 5le Ales Je (sl ool ) oolizul L7 (MeanVar) (,Silee 5158 5 uly s
b i 4l (slp 0o 39 4 ol o) 0038y o] S5 il uilyly 4 dpns o
At 335 o o 40 2] ] sjlitel :Siks g 0392 (am30 Ty T 4 Loy )
A Ja.my.n 3.\;«5)) uglm ‘_5):9 9 .))l.) .)){)lf U&LA o> uw dl)) Y1 §f9 L)’l

A2 . . - ae ) 7. . o v

5 oSoi ddes gy e i gl b (g0 o) 5 & col I Sy (FMTD)
tal ol b oYL 2 Sl Bl ) ) s sl (Shg cnl 58 eolisel oS
2dn) Gl 0 00l jLel (g9 laiwgs 48 L;{me:.ﬂ dod 4 Cond )5 Lawgy gl &
(Vo8 (lSan 5 Sy00) 395 0 dslme (Slitel il b VL b e

Sdasuio ( Shy ol (ol Jre Gl Shy S i bl - (19 oSy ¥
" (FSTI) La] degazma b 0aiiS 83151 ¢ Jlte (52 238 oo oy 2o 1y bl S

. Rating Deviation from Mean Agreement

. Weighted Deviation from Mean Agreement
. Degree of Similarity with Top Neighbors

. Deviation from Mean Agreement

. Length Variance
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