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Abstract 

This study examines supply chain risk management and resilience capabilities in the 

automotive parts manufacturing sector, with particular attention to the role of digitalization in 

mitigating high-priority risks. Using a four-phase methodology, the research first identifies 35 

supply chain risks from the literature, categorizing them into supply, operational, demand, and 
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environmental risks. In the second phase, a survey of 164 managers from 47 firms refines 

these risks into 18 key factors using Exploratory Factor Analysis (EFA) and Confirmatory 

Factor Analysis (CFA). The third phase employs the Fuzzy Analytic Hierarchy Process 

(Fuzzy AHP), integrating pairwise comparisons from 21 CEOs to assess the probability and 

impact of each risk, classifying them into three action groups: immediate action, observation, 

and no action. Seven risks fall into the immediate action group: quality risk, supplier capacity 

disruption, sourcing flexibility risk, resource risk, market risk and competition, geopolitical 

risk, and macroeconomic and technological risk. In the final phase, each immediate action 

risk is mapped to specific firm capabilities, with emphasis on how digital technologies, 

including supply chain visibility platforms, data analytics, and digital procurement tools, can 

strengthen these capabilities and sustain firms within the zone of balanced resilience. The 

findings provide actionable guidance for managers on aligning digitalization investments with 

the most critical risk exposures, avoiding capability gaps and profit erosion. The study 

concludes by proposing a risk-driven capability development framework with implications for 

digital transformation in global supply chains. 

Keywords: Supply Chain Risk Management (SCRM), Global Value Chains (GVC), Risk 

Assessment, Automotive Industry, Global Supply Chain 

Introduction 

Global supply chains in the automotive industry have evolved into intricate, geographically 

dispersed networks, enhancing efficiency but also increasing vulnerability to disruptions 

(Tang & Musa, 2011). Automotive manufacturers often employ lean, just-in-time (JIT) 

production systems to minimize inventory and optimize costs (Chopra & Sodhi, 2014; García-

Cutrín et al., 2024). However, these tightly coupled systems can make firms susceptible to 

cascading failures; disturbances such as supplier shutdowns or logistics bottlenecks in one 

region can rapidly propagate across the entire supply network (Ivanov & Dolgui, 2020). 

Empirical studies indicate that a significant majority of firms experience at least one major 

supply chain disruption annually, underscoring the persistent nature of these challenges 

(Hamidu, 2023; Jüttner & Maklan, 2011). The automotive sector has been particularly 

affected by such shocks. For instance, the 2011 Tōhoku earthquake and tsunami in Japan 

severely impacted key suppliers, leading to substantial production losses for manufacturers 

like Toyota (MacKenzie et al., 2012). More recently, the COVID-19 pandemic exacerbated 

vulnerabilities, causing severe supply shortages, particularly in semiconductor chips, which 

disrupted global auto production (Shih, 2020). Additionally, ongoing trade disputes, such as 

the China-US trade war, have highlighted the inherent risks in global supply chains (Cai & Li, 

2022). In this context, digitalization has emerged as a critical enabler of supply chain 

resilience, offering firms tools for real-time visibility, risk monitoring, and adaptive capability 

development (Ivanov & Dolgui, 2020). These events underscore that disruptions are 

inevitable, reinforcing the need for resilience strategies in global supply chain participation. 
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Supply chain resilience is defined as "the ability of a supply chain to anticipate, respond 

to, and recover from disruptions while maintaining operational continuity" (Pettit et al., 2013). 

Research indicates that a structured approach to supply chain risk management (SCRM) can 

significantly enhance resilience (Ben-Daya et al., 2019; Scholten et al., 2014). Tools and 

frameworks developed for assessing supply chain vulnerabilities have been shown to provide 

valuable insights into the interconnections between risks and capabilities (Pettit et al., 2013). 

However, it is important to note that while enhancing resilience is crucial, excessive 

investments in resilience without proper alignment to actual risk exposure can lead to 

resource wastage or profit erosion (Marino & Lange, 1983; Pettit et al., 2013; Klibi, 2024). 

Therefore, a balanced approach is necessary to ensure that resilience efforts are both effective 

and efficient (Lyons, 2014; Pettit et al., 2010). 

Despite increased attention to resilience, several research gaps remain. Firstly, while 

numerous studies have explored supply chain risks in general (Manuj & Mentzer, 2008; Tang 

& Musa, 2011), there is limited research specifically addressing the unique risk landscape 

faced by manufacturing firms participating in global supply chains. Secondly, most studies 

either focus on risk identification or propose resilience frameworks without systematically 

linking specific risks to resilience capabilities (Giannakis & Papadopoulos, 2016). Thirdly, 

much of the existing research is conceptual, lacking empirical validation of how resilience 

behaves during participation in global supply chains under real-world disruptions (Scholten & 

Schilder, 2015).  

Furthermore, the role of digitalization in translating risk prioritization into targeted 

capability development remains underexplored, representing a gap this study seeks to address. 

Thus, the key objectives of this study are to: (1) identify significant risks faced by 

manufacturing firms participating in supply chains, particularly in the automotive sector; (2) 

assess risk categories based on the impact and probability of each risk to classify them into 

different action levels; and (3) determine the capabilities associated with each immediate 

action risk category and examine how digitalization can strengthen these capabilities to 

optimize resource allocation and enhance firm resilience in global supply chains. 

Literature Review 

This study builds upon the foundational concepts of supply chain risk management (SCRM) 

by systematically integrating risk identification, risk assessment, risk-linked capabilities, 

resilience analysis, and strategic responses to resilience in global supply chains. Effective risk 

management remains a critical challenge, as many firms still lack robust mechanisms to 

systematically identify, assess, and mitigate risks within their supply networks. Despite 

widespread awareness of supply chain risks, only a minority of firms implement proactive and 

structured risk management strategies. A key challenge in SCRM lies in managing the diverse 

and interconnected risks across different tiers of the supply chain. Identifying the relevance 
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and impact of each specific risk is crucial, as risks vary significantly in their potential to 

disrupt supply chain operations. Following the initial risk identification phase, Wittmann 

(2000) introduced the probability-impact framework, which assesses risks based on their 

likelihood of occurrence and their disruptive potential across the supply chain. The risk 

category matrix is defined based on Wittmann's (2000) scale dimensions of probability and 

impact, and its implementation by Thun and Hoenig (2011) establishes three distinct risk 

categories. The hatched area represents Risk A (Low Risk-Minor), where risk is considered 

acceptable, and actions are not required but remain possible. This category represents the 

lowest level of vulnerability and can be managed within routine organizational operations. 

The white area denotes Risk B (Medium Risk), where risk shall be reduced, and actions are 

required. These risks need planning and attention within standard management processes and 

should be addressed in routine organizational operations management planning. The black 

area indicates Risk C (High Risk), where risk is deemed unacceptable and immediate actions 

are required. This category represents the greatest vulnerability and requires planning and 

responses outside the scope of routine operations, falling within the realm of crisis 

management actions. In this matrix, the x-axis represents the probability of risk occurrence, 

and the y-axis represents risk impact (Figure 1).  

 

Figure 1. Probability-impact-matrix 

In this framework, risks with high probability and high impact (Risk C) represent the 

greatest vulnerability, indicating hazards that haven't received sufficient management 

attention despite their critical nature. Conversely, risks with low probability and minimal 

effects (Risk A) demonstrate the lowest level of vulnerability and require less intensive 

planning. Medium risks (Risk B) require balanced attention and systematic management 

approaches to ensure appropriate risk reduction measures are implemented (Sheffi, & Rice, 

2005). 
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Accurately quantifying these risk levels remains a challenge, as precise estimations of 

probability and impact are difficult to establish. To address this limitation, Laarhoven and 

Pedrycz (1983) introduced the Fuzzy Analytic Hierarchy Process (FAHP), which integrates 

Analytic Hierarchy Process (AHP) with Fuzzy Theory to enhance decision-making under 

uncertainty. FAHP enables decision-makers to express subjective risk assessments using 

fuzzy numbers and membership functions, improving the accuracy of risk prioritization. 

Furthermore, this study applies the Similarity Aggregation Method (SAM) (Hsu & Chen, 

1996) to integrate expert judgments, ensuring a comprehensive and structured evaluation of 

risk factors. 

Risk assessment and categorization alone do not ensure supply chain stability; 

organizations must also develop resilience capabilities to counterbalance vulnerabilities. The 

Supply Chain Resilience Framework (SCRF) proposed by Pettit et al. (2011) provides a 

structured approach to understanding resilience by emphasizing two fundamental 

components: vulnerabilities, which are factors that make a supply chain susceptible to 

disruptions, and capabilities, which are attributes that enable firms to anticipate, absorb, and 

recover from disruptions. Pettit et al. (2013) further propose that resilience is optimized when 

there is a balance between vulnerabilities and capabilities, forming what is termed the Zone of 

Balanced Resilience. A firm that lacks adequate capabilities relative to its vulnerabilities 

remains highly exposed to risks, whereas excessive investment in resilience measures can 

erode profitability. Achieving resilience, therefore, requires firms to develop capabilities that 

are proportionate to their vulnerabilities. 

Effective risk mitigation involves selecting appropriate resilience strategies tailored to 

different risk environments. Um and Han (2021) identify seven key resilience strategies that 

firms can adopt: acceptance, which involves acknowledging certain risks as unavoidable and 

adapting business models accordingly; avoidance, which eliminates sources of risk through 

strategic decisions such as supplier diversification; postponement, which delays commitments 

in supply chain operations to retain flexibility; speculation, which involves making proactive 

investments to secure market advantages; hedging, which uses financial and operational 

strategies to offset risks; sharing or transfer, which distributes risks across supply chain 

partners; and control, which directly manages risks through robust operational processes. The 

effectiveness of these strategies depends on the nature of the risks faced. While more 

intensive risk mitigation enhances resilience, over-reliance on a single strategy may not 

always yield optimal results. A dynamic and context-dependent approach is required to ensure 

resilience while maintaining operational efficiency and profitability. 

Literature Review  

Risk identification and analysis is one of the crucial stages in the risk management process 

(Shahsavari et al., 2024). Through risk identification, decision-makers become aware of 
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events that could potentially disrupt company operations. For evaluating supply chain risks, 

not only must the risks that directly impact company operations be identified, but also the 

potential causes or sources of these risks at different levels of the supply chain must be 

recognized (Norrman & Jansson, 2004). Many classifications have been presented for supply 

chain risks, each considering different factors and drivers as their basis for classification. 

Mason-Jones and Towill (1998) identified five categories of supply chain risks: 

environmental, supply, demand, process, and control risks. Chopra and Sodhi (2004) 

classified supply chain risks into eight categories (disruptions, delays, systems, forecasting, 

intellectual property, procurement, receivables, inventory, and capacity) and presented general 

strategies for each category. Tomlin (2006) also classified these risks into three categories: 

supply risk, process risk, and demand risk (Tomlin, 2006). Through a comprehensive review 

of supply chain risk literature, we categorized these risks into four groups: supply risk, 

operational risk, demand risk, and environmental risk, and then identified the drivers for each 

risk category (Table 1). We will explain each of these four categories below. 

Supply Risks: Kraljic (1983) was among the first to emphasize that companies must 

evaluate and manage uncertainty in supplier relationships to protect themselves against costly 

supply disruptions (Wagner & Bode, 2008). The need to assess and manage supply-side risks 

has intensified with increased reliance on external sources for critical materials and 

components (Giunipero & Eltantawy, 2004). Supply risks relate to events that affect the 

integrity of supplier operations and result in suspension or termination of supplier-buyer 

relationships (Wagner & Bode, 2008). 

Operational Risks: Operational risks are those that affect a company's internal ability to 

produce goods and services (Cucchiella & Gastaldi, 2006). Moreover, the concept of 

operational risk not only concerns risks threatening the production process but also 

encompasses information flowing through an organization's information network and between 

organizations (Chopra & Sodhi, 2004). 

Demand Risks: Demand-side risks arise from uncertainty associated with unpredictable 

customer demand. In other words, these risks are created due to mismatches between 

forecasted and actual demand quantities (Wagner & Bode, 2008). Generally, demand risks 

relate to disruptions in the flow of products, information, and cash between supply chain 

components and the market (Christopher & Lee, 2004). 

Environmental Risks: Environmental risks arise from supply chain interactions with the 

environment (Juttner et al., 2003). These environments include physical, social, political, 

legal, operational, and economic environments (Bogataj & Bogataj, 2008). Environmental 

events can directly impact key supply chain elements or jeopardize supply chain performance 

through their effects on the market. They may also affect a specific value stream or any node 

or connection along the supply chain. These risks might result from social, political, or 
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technological events occurring at great physical distances from supply chain elements yet 

having significant impacts on the supply chain (Christopher & Lee, 2004). 

Table 1. Supply Chain Risk Classification based on literature 

Initial 
Classification 

Risk factor Abbreviation Author 

Supply Risk 

Delay Risk SR 1 Liu et al. (2009); Bogataj & Bogataj (2007) 

Quality Risk (e.g.  

Material) 
SR 2 

Liu et al. (2009); Manuj and Mentzer (2008a, 

2008b); Matook et al. (2008); Wagner & Bode 

(2008); Sreedevi and Saranga (2017) 

Coordination and 

Communication Risk 
SR 3 

Liu et al. (2009); Christopher & Peck (2004); 

Norrman & Jansson (2004) 

Supplier Financial Crisis 

and Bankruptcy Risk 
SR 4 

Liu et al. (2009); Chopra & Sodhi (2004); Manuj 

& Mentzer (2008a, 2008b); Kleindorfer & Saad 

(2005) 

Disruption in Information 

Exchange with Supplier 
SR 5 Christopher & Peck (2004) 

Supply capacity disruption 

(e.g. single 

sourcing/material 

fulfilment) 

SR 6 

Chopra & Sodhi (2004); Manuj & Mentzer 

(2008a, 2008b), Olson & Wu (2010), Tang & 

Musa (2011), 

Tummala & Schoenherr (2011); Sreedevi & 

Saranga (2017) 

Supplier relationships (e.g. 
Contract Breach) 

SR 7 Chopra & Sodhi (2004); Bak (2017) 

Sourcing flexibility risk 

(e.g. scheduling and transit 

time) 

SR 8 

Chopra & Sodhi (2004); Manuj & Mentzer 

(2008a, 2008b); Tang & Musa (2011); Tummala 

& Schoenherr (2011) 

Operational 

Risk 

Production Capacity 

disruption 
OR 1 

Liu et al. (2009); Chopra & Sodhi (2004); Manuj 

& Mentzer (2008a, 2008b); Wagner & Bode 

(2008); Sreedevi & Saranga (2017); Olson & Wu 

(2010), Tummala & Schoenherr 

(2011), Tang & Musa (2011) 

Production Units 

Integration and 

Coordination Risk 

OR 2 Liu et al. (2009); Tang, (2006) 

Investment risk OR 3 
Chopra & Sodhi (2004); Chereau & Schellhorn 

(2014) 

Product Quality OR 4 

Bogataj & Bogataj (2007); Manuj & Mentzer 

(2008a, 2008b), Olson & Wu (2010), Tummala & 
Schoenherr (2011); Tan et al. (2014) 

Inventory disruption (e.g. 

excess 

inventory/obsolescence) 

OR 5 

Chopra & Sodhi (2004); Matook et al. (2008); 

Manuj & Mentzer (2008a, 2008b); Tang & Musa 

(2011); Tummala & Schoenherr (2011); Sreedevi 

& Saranga (2017) 

Production Delay OR 6 
Bogataj & Bogataj (2007); Kusrini et al (2020); 

Elangovan et al (2010); Chopra & Sodhi  (2004) 

Employee efficiency risk OR 7 
Norrman & Jansson (2004); Jiang et al., (2009); 

Narasimhan & Talluri (2009) 

Product/process design OR 8 

Matook et al. (2008); Manuj and Mentzer (2008a, 

2008b); Wagner & Bode (2008); Sheffi, & Rice 

(2005); Rice (usa (2011) 

Information Systems 

Security and Disruption 
OR 9 

Chopra & Sodhi (2004); Norrman & Jansson 

(2004); Manuj and Mentzer (2008a, 2008b); 

Sheffi & Rice (2005) 

Resource Risk OR 10 Manuj & Mentzer (2008); Bell et al., (2012); 
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Tang & Musa (2011); Bell et al., (2013) 

Transportation and 

logistics reliability (e.g. 

order fulfilment 
error/delay) 

OR 11 

Oke & Gopalakrishnan (2009); Wagner & Bode 

(2008); Sheffi, & Rice (2005); Olson & Wu 

(2010); Tang & Musa (2011); Tummala & 
Schoenherr (2011); Sreedevi & Saranga (2017) 

Logistic cost (e.g. 

transportation and 

inventory) 

OR 12 
Meixell and Gargeya (2005); Peng et al (2014); 

Arvis et al (2007); Manuj et al., 2014 

Service quality (Quality 

Maintenance) 
OR 13 

Wagner & Bode (2008); Tummala & Schoenherr 

(2011); Hallikas et al. (2004) 

Demand Risk 

Sales Contract Breach DR 1 

Liu et al. (2009); Bak (2017); Finch (2004); 

Chopra & Sodhi (2004); Cafaggi & Iamiceli 

(2015) 

Market risk (e.g. Loss of 

Market Share, MNC and 

incumbent company 

Competition) 

DR 2 

Hallikas et al. (2004); Giannakis & Papadopoulos 

(2016); Manuj & Mentzer (2008a, 2008b), Olson 

& Wu (2010), Christopher, & Lee, (2004); Cao et 

al., (2015); Xu & Xiao (2023); Birkinshaw 

(2023); Bergek et al (2013) 

Unpredictable Demand DR 3 

Liu et al. (2009); Oke & Gopalakrishnan (2009); 

Bogataj & Bogataj (2007); Chopra & Sodhi 
(2004 

New Product Introduction DR 4 

Manuj & Mentzer (2008a, 2008b); Bak (2017); 

Schoenherr & Swink (2015); Petersen et al 

(2005) 

Short Product Life Cycle DR 5 
Oke & Gopalakrishnan (2009); Chopra & Sodhi 

(2004); Hallikas et al. (2004) 

Demand variation DR 6 

Oke & Gopalakrishnan (2009); Chopra & Sodhi 

(2004); Olson & Wu (2010); Tang & Musa 

(2011); Tummala & Schoenherr (2011) 

Incomplete Customer 

Information 
DR 7 Wagner & Bode (2008) 

Price Risk DR 8 
Chopra & Sodhi (2004); Fischl et al., (2014); 

Tang, (2006); Mitra & Sarkar (2022) 

Environmental 

Risk 

Sociocultural Risk (e.g. 

Cultural differences, 

Social responsibility 

issues) 

ER 1 

Oke & Gopalakrishnan (2009); Chopra & Sodhi 

(2004); Christopher & Lee (2004); Norrman & 

Jansson (2004); Matook et al. (2008); Wagner & 

Bode (2008); Chukwuka et al., (2023) 

Regulatory/ 
Intergovernmental 

administration Risk (e.g. 

Compliance requirements) 

ER 2 
Liu et al. (2009); Chopra & Sodhi (2004); 

Wagner & Bode (2008); Darnall et al., (2019); 

Zhu et al., (2017) 

Geopolitical risks (e.g. 

regional tensions, War) 
ER 3 

Christopher & Peck (2004); Wagner & Bode 

(2008); Kleindorfer & Saad (2005); Caldara & 

Iacoviello (2022); Cheng & Chiu, (2018) 

Natural and disease 

Disasters (e.g. Earthquake, 

Climate Change) 

ER 4 

Oke & Gopalakrishnan (2009); Christopher & 

Peck (2004); Chopra & Sodhi (2004); Matook et 

al. (2008); Wagner & Bode (2008); Kleindorfer 

& Saad (2005); Sheffi, & Rice (2005) 

Unforeseen technology 

failures 
ER 5 

Wagner & Bode (2008); Sheffi, & Rice (2005); 

Rice (usa (2011) 

Macroeconomic risk (e.g. 

Exchange rate 

fluctuations, financial 

crises, sanctions, new 
tariff) 

ER 6 

Kleindorfer & Saad (2005); Oke & 

Gopalakrishnan (2009); Manuj & Mentzer 

(2008); Matook et al. (2008); Sheffi, & Rice 

(2005); Pellegrino et al (2024); Badhan et al. 
(2024); Anguzu & Aila (2024); Ke et al (2018). 
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Methodology 

This study employs a mixed-methods approach and conducted in multiple phases, beginning 

with a comprehensive literature review that led to the identification of 35 distinct supply chain 

risk factors, as outlined in Table 1. In the first phase with using explaratory factor analysis 

(EFA) and Confirmatory Factor Analysis (CFA) method to  empirically validate the 

underlying structure of risk factors and reduce dimensionality and To confirm the factor 

structure identified through EFA and assess the model fit. for this a structured two-part 

questionnaire was designed. The first part gathered demographic and company data from 

respondents, with a summary of the results provided in Tables 2 and 3. The second part 

comprised a 5-point Likert scale (1 = very low, 5 = very high) measuring the significance of 

the 35 identified risk factors. The questionnaire was distributed to 178 respondents across 47 

automotive parts manufacturing companies, yielding 164 valid responses, corresponding to a 

response rate of 92.1%. 

Table 2. Respondent Information 

Experience Position 

Years of Experience Frequency Percentage Role Frequency Percentage 

< 5 years 27 16.5% CEO 21 12.8% 

5-10 years 80 48.8% Senior Manager 93 56.7% 

> 10 years 57 34.7% Expert/Specialist 50 30.5% 

Table 3. Company Information   

Company Operation History Number of Employees Annual Sales 

Years in 

Operatio

n 

Frequenc

y 

Percentag

e 

Employe

e Count 

Frequenc

y 

Percentag

e 

Sales 

Volum

e 

Frequenc

y 

Percentag

e 

< 5 years 4 8.5% < 100 5 10.6% 
< 1 

Billion 
8 17.0% 

5-10 

years 
18 38.2% 100-500 26 55.3% 

1-10 

Billion 
21 44.7% 

> 10 

years 
25 53.3% > 500 16 34.1% 

> 10 

Billion 
18 38.3% 

In the second phase, to determine the action category for each risk, we assess the 

probability and impact of 18 main risks using the Fuzzy Analytic Hierarchy Process (FAHP) 

method. To achieve this, we designed a second questionnaire consisting of 38 pairwise 

comparisons, using the scale presented in Table 2 and Figure 3. The pairwise comparisons 

include six comparisons within the main risk factors, ten comparisons within the five supply 

risk factors, ten comparisons within the five operational risk factors, six comparisons within 

the four demand risk factors, and six comparisons within the four environmental risk factors. 

The second questionnaire matrix is structured using a 1-to-5 scale (e.g., where 1 = equally 

important and 5 = extremely important) and was administered to the 21 CEOs who 

participated in the first phase. 
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In the third phase, we identify relevant capabilities for each risk based on the capability 

framework proposed by Petit et al. (2013). This process relies on secondary data sources, 

including grey literature on the Iranian automotive industry, global reports on the automotive 

sector, memos, and governmental documents. 

Results  

Exploratory factor analysis (EFA) 

To assess the suitability of the dataset for factor analysis, the Kaiser-Meyer-Olkin (KMO) test 

and Bartlett’s test of sphericity were conducted, following Hair et al. (2010). The KMO index 

yielded a value of 0.773, indicating adequate sampling adequacy, while Bartlett’s test 

produced a statistically significant result (χ² = 4307.56, p < 0.001), confirming the presence of 

sufficient correlations among variables for factor extraction. As per Kaiser (1974), KMO 

values above 0.70 indicate that the sample size is sufficient for reliable factor analysis. The 

number of factors was determined using the eigenvalue criterion and percentage of explained 

variance, following the guidelines of Tabachnick and Fidell (2013). Factors with eigenvalues 

greater than 1.0 were retained, ensuring that the extracted factors collectively explained at 

least 60% of the total variance, a threshold recommended by Hair et al. (2010). The final 

extracted factors accounted for 69.3% of the total variance, surpassing the required minimum 

and reinforcing the robustness of the factor structure. 

The results of the Cronbach’s α reliability test, KMO test, and variance explained by each 

factor are presented in Table 3. Cronbach’s α values for all factors exceeded 0.88, indicating 

strong internal consistency. The KMO values for individual factors ranged from 0.855 to 

0.881, confirming sampling adequacy for factor analysis. The total variance explained by each 

factor further validates the extracted factor structure. 

Table 4. Cronbach’s α, Kaiser-Meyer-Olkin (KMO), and Variance Explained by Factors 

Factors Risk Category 
Cronbach's 

α 

Total Variance 

Explained (%) 

KMO Test 

Value 

Single-Factor Variance 

Explained (%) 

1 Supply Risk 0.91 20.787 0.881 73.009 

2 Operational Risk 0.91 18.444 0.863 59.021 

3 Demand Risk 0.90 18.968 0.855 70.641 

4 
Environmental 

Risk 
0.88 17.994 0.872 63.212 

The table confirms that all factors exhibit high reliability (Cronbach’s α > 0.88), strong 

KMO values (> 0.85), and significant variance explained. These findings validate the 

robustness of the extracted factor structure and support its suitability for further analyses. 

Factor extraction was performed using Principal Axis Factoring (PAF), and Varimax 

rotation was applied to enhance interpretability. A factor loading threshold of 0.6 was set to 

retain only variables with substantial contributions to the identified factors, in line with the 
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recommendations of Fornell and Larcker (1981). Variables with weak loadings were 

systematically removed to ensure model reliability and validity. The EFA results confirmed 

the presence of four main risk categories: supply risk, operational risk, demand risk, and 

environmental risk. Following factor analysis, a refinement process was conducted to improve 

conceptual clarity and statistical reliability. Within the supply risk category, SR.1 (Delay 

Risk) and SR.7 (Supplier Relationships - Contract Breach) were removed due to correlation 

coefficients below 0.6. Additionally, SR.3 (Coordination and Communication Risk) was 

merged with SR.5 (Disruption in Information Exchange), as coordination failures often lead 

to disruptions in information flow, making them conceptually interdependent. In the 

operational risk category, several factors exhibited weak correlations and were consequently 

removed, including OR.1 (Production Capacity Disruption), OR.2 (Production Units 

Integration and Coordination Risk), OR.3 (Investment Risk), OR.6 (Production Delay), OR.7 

(Employee Efficiency Risk), and OR.13 (Service Quality). Furthermore, OR.4 (Product 

Quality) was merged with OR.8 (Product/Process Design), as product design deficiencies are 

a primary cause of quality failures, making them conceptually linked. For the demand risk 

category, DR.3 (Unpredictable Demand), DR.7 (Incomplete Customer Information), and 

DR.8 (Price Risk) were eliminated due to weak correlations. Additionally, DR.4 (New 

Product Introduction) was merged with DR.5 (Short Product Life Cycle), as frequent product 

introductions typically contribute to shorter life cycles, reinforcing their conceptual 

alignment.In the environmental risk category, ER.1 (Sociocultural Risk) was excluded, as its 

impact was already captured under ER.2 (Regulatory and Intergovernmental Risks). 

Similarly, ER.5 (Unforeseen Technology Failures) was merged with ER.6 (Macroeconomic 

Risk), given that technological disruptions often stem from broader macroeconomic 

conditions, financial crises, and regulatory shifts. 

Confirmatory Factor Analysis (CFA) 

Building upon the Exploratory Factor Analysis (EFA) results, Confirmatory Factor Analysis 

(CFA) was conducted to validate the measurement model and confirm the underlying factor 

structure. The adequacy of the measurement model was assessed using multiple fit indices, 

including Chi-square/degrees of freedom (χ²/df), Comparative Fit Index (CFI), Tucker-Lewis 

Index (TLI), and Root Mean Square Error of Approximation (RMSEA). Following the 

recommendations of Byrne (2016) and Kline (2015), a well-fitting model should meet the 

following criteria: χ²/df < 5, CFI and TLI > 0.90, and RMSEA < 0.08.As shown in Table 5, 

the CFA results indicate an acceptable model fit, confirming the structural validity of the 

identified risk categories. 

Table 5. Confirmatory Factor Analysis Model Fit Indices 

Model Fit Index Recommended Threshold CFA Results 

χ²/df < 5 3.42 

CFI > 0.90 0.921 

TLI > 0.90 0.907 

RMSEA < 0.08 0.067 
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The model fit indices support the validity of the measurement model, confirming that the 

retained risk factors provide a reliable representation of the underlying constructs. 

To assess construct validity, Nunnally’s single-factor method (Nunnally & Bernstein, 

1994) was applied separately to each dimension. This approach required that each construct 

be extracted as a single valid factor. The Kaiser-Meyer-Olkin (KMO) test was also performed 

on each single-factor extraction, with all KMO values falling within the acceptable range 

prescribed by Kaiser (1974), further confirming the adequacy of the sample for each 

construct. 

Convergent validity was established by evaluating factor loadings, Average Variance 

Extracted (AVE), and Composite Reliability (CR). Factor loadings for all retained items 

exceeded 0.6, aligning with Fornell and Larcker’s (1981) recommendations. AVE values were 

above 0.50, confirming that each latent construct captured a substantial proportion of variance 

relative to measurement error. Additionally, CR values exceeded 0.70, demonstrating strong 

internal consistency (Hair et al., 2010; Nunnally & Bernstein, 1994). Discriminant validity 

was assessed using two complementary approaches: 1) Fornell and Larcker’s (1981) criterion, 

which states that the square root of AVE for a construct should be greater than its highest 

correlation with any other construct.2) Squared correlation comparison, where discriminant 

validity is confirmed if the AVE for each construct is greater than the squared correlation 

between constructs (Ghosh & Jintanapakanont, 2004). As presented in Table 5, both methods 

confirm that the four risk categories are statistically distinct. 

Table 6. Convergent and Discriminant Validity 

Risk Category AVE CR Square Root of AVE Max Inter-Factor Correlation 

Supply Risk 0.57 0.89 0.75 0.49 

Operational Risk 0.60 0.91 0.77 0.42 

Demand Risk 0.56 0.90 0.75 0.46 

Environmental Risk 0.59 0.88 0.77 0.50 

Since the square root of AVE for each construct is greater than both its highest inter-

factor correlation and highest squared correlation, discriminant validity is confirmed. 

Additionally, Table 6 presents the inter-factor correlation matrix, reinforcing the 

distinction between constructs. 

Table 7. Inter-Factor Correlation Matrix 

 
Supply Risk Operational Risk Demand Risk Environmental Risk 

Supply Risk 1.000 
   

Operational Risk 0.142 1.000 
  

Demand Risk 0.032 -0.005 1.000 
 

Environmental Risk -0.056 -0.056 -0.083 1.000 
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The final set of validated risk factors—confirmed through rigorous statistical and 

conceptual refinement—establishes a robust foundation for further analysis of supply chain 

resilience in the automotive sector. 

Table 8. Final main categories and subcategories resulted in EFA and CFA 

Main category Risk Factor Final Risk factor name 
Factor 

loading 

Correlation 

Coefficient 

Supply Risk 

SR.2 Quality Risk 0.801 0.705 

SR.4 Supplier Financial Crisis 0.835 0.763 

SR.5 Information Exchange Disruption 0.887 0.876 

SR.6 Supplier Capacity Disruption 0.857 0.652 

SR.8 Sourcing Flexibility Risk 0.708 0.676 

Operational Risk 

OR.5 Inventory Disruption 0.730 0.616 

OR.8 Product Quality & Process Design 0.720 0.605 

OR.9 Information Systems Security 0.637 0.751 

OR.10 Resource Risk 0.806 0.643 

OR.11 Logistics Reliability 0.707 0.797 

Demand Risk 

DR.1 Sales Contract Breach 0.729 0.727 

DR.2 Market Risk & Competition 0.756 0.657 

DR.5 
New Product Introduction & Short 

Life Cycle 
0.827 0.848 

DR.6 Demand Variation 0.883 0.768 

Environmental 

Risk 

ER.2 Regulatory/Administrative Risk 0.687 0.679 

ER.3 Geopolitical Risk) 0.846 0.660 

ER.4 Natural Disasters & Climate 0.856 0.719 

ER.6 
Macroeconomic & Technological 

Risk 
0.790 0.604 

Fuzzy Analytic Hierarchy Process (FAHP) 

Building upon the final selection of risk factors and subfactors identified in EFA and 

validated through CFA, a hierarchical decision model was developed, as illustrated in Figure 

2. 

 

Figure 2. hierarchical decision model 
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Using this hierarchical structure, fuzzy paired comparison matrices were constructed, 

where decision-makers evaluated the relative importance of impact and probability for each 

factor through pairwise comparisons. These qualitative assessments were then converted into 

fuzzy numbers based on predefined linguistic scales, as presented in Table 9 and Figure 3.  

Table 9. The definition of every fuzzy number               

Fuzzy Number Definition 

1̃ = (1,1,1) Equally important 

2̃ = (1,1.5,2) Judgment values between equally and moderately 

3̃ = (2,2.5,3) Moderately more important 

4 ̃= (3,3.5,4) Strongly more important 

5̃ = (4,4.5,5) Extremely more important 

 

 

Figure 3. Scale of fuzzy numbers 

To determine fuzzy weight values, the Column Vector Geometric Mean Method, 

proposed by Buckley (Ayhan, 2015), was employed. The fuzzy geometric mean for each row 

in the fuzzy pairwise comparison matrix was computed using the following formula: 

                                                                 (1) 

Where: 

 𝑎𝑖𝑗 represents the fuzzy comparison value between criterion 𝑖 and 𝑗 

 𝑍𝑖 is the fuzzy geometric mean for each criterion. 

Normalize the fuzzy weights using the fuzzy division method:     

                                                                             (2) 

 

 

𝟓̃  
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Where: 

 ⊕ denotes fuzzy addition of all Zi  values. 

 ⊘ represents fuzzy division to normalize weights. 

Connect all hierarchical levels in series to obtain the final weights of factors and sub-

factors. Convert fuzzy weights into crisp values using the Center of Gravity (COG) method: 

                                                                                           (3) 

Where: 

 𝐺(𝐴) represents the defuzzified value. 

 𝑢𝐴(𝑥𝑖) is the membership function of the fuzzy number at 𝑥𝑖 

Finally, the defuzzified value were ranked in descending order to establish the relative 

importance of each risk factor and subfactor. For finding the global rank, The final weight of 

each sub-criterion was computed by multiplying the sub-criterion's weight by the weight of its 

parent category. A ranking was assigned based on the final weight, determining the global 

rank. If: 

  Wi
main is the weight of the main category, 

 Wij
sub is the weight of the sub-criterion under that main category, Then the global 

weight of each sub-criterion is: 

𝑊𝑖
𝑔𝑙𝑜𝑏𝑎𝑙

= 𝑊𝑖
𝑚𝑎𝑖𝑛 ∗  𝑊𝑖𝑗

𝑠𝑢𝑏                                                                                                                  (4) 

This method facilitates the calculation of characteristic vector values within a fuzzy 

decision matrix, enabling a structured determination of the final weight values assigned to 

each risk category and its subcomponents. The final weights of the main risk categories and 

their corresponding sub-criteria were obtained through FAHP, with the averaged pairwise 

comparison values presented in Table 4. 

Table 9. Evaluation criteria weight of experts from different fields. 

Main 
category 

Risk 
Factor 

Fuzzy 
Probability 

Defuzzified 
Probability 

Fuzzy 
Impact 

Defuzzified 
Impact 

Risk Value 
 

Rank 
Global 
rank 

Supply Risk 
(2.9996, 
3.1996, 
3.3996) 

3.1996 
 

(2.5942, 
2.7942, 
2.9942) 

2.7942 
 

9.3118 3  

 
SR.2 

(3.8853, 
4.0853, 
4.2853) 

4.0853 
(2.9168, 
3.1168, 
3.3168) 

3.1168 12.7597 1 4 

SR.4 
(3.6048, 
3.8048, 

3.8048 
(2.6975, 
2.8975, 

2.8975 11.0511 4 7 
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4.0048) 3.0975) 

SR.5 
(3.8182, 
4.0182, 
4.2182) 

4.0182 
(2.4951, 
2.6951, 
2.8951) 

2.6951 10.8561 5 8 

SR.6 
(3.6963, 
3.8963, 
4.0963) 

3.8963 
(2.9463, 
3.1463, 
3.3463) 

3.1463 12.2856 3 6 

SR.8 
(3.7878, 
3.9878, 
4.1878) 

3.9878 
(2.9341, 
3.1341, 
3.3341) 

3.1341 12.5248 2 5 

Operational Risk 
(3.7177, 
3.9177, 
4.1177) 

3.9177 
 

(2.4011, 
2.6011, 
2.8011) 

2.6011 
 

10.3963 2  

 

OR.5 
(3.7854, 
3.9854, 
4.1854) 

3.9854 
(2.0134, 
2.2134, 
2.4134) 

2.2134 8.8479 4 12 

OR.8 
(3.4158, 
3.6158, 
3.8158) 

3.6158 
(2.2695, 
2.4695, 
2.6695) 

2.4695 8.9559 3 11 

OR.9 
(3.5865, 
3.7865, 
3.9865) 

3.7865 
(1.6109, 
1.8109, 
2.0109) 

1.8109 6.8837 5 14 

OR.10 
(4.2451, 
4.4451, 
4.6451) 

4.4451 
(3.8365, 
4.0365, 
4.2365) 

4.0365 17.9693 1 1 

OR.11 
(3.556, 
3.756, 
3.956) 

3.756 
(2.2756, 
2.4756, 
2.6756) 

2.4756 9.325 2 9 

Demand 
Risk 

 
(3.2907, 
3.4907, 
3.6907) 

3.4907 
 

(2.1764, 
2.3764, 
2.5764) 

2.3764 
 

8.4084 4  

 

DR.1 
(3.3609, 
3.5609, 
3.7609) 

3.5609 
(2.0134, 
2.2134, 
2.4134) 

2.2134 7.9084 3 16 

DR.2 
(3.8304, 
4.0304, 
4.2304) 

4.0304 
(2.617, 
2.817, 
3.017) 

2.817 11.3803 1 10 

DR.5 
(2.9036, 
3.1036, 
3.3036) 

3.1036 
(1.8365, 
2.0365, 
2.2365) 

2.0365 6.3472 4 17 

DR.6 
(3.0682, 
3.2682, 
3.4682) 

3.2682 
(2.239, 
2.439, 
2.639) 

2.439 7.9978 2 15 

Environmental Risk 
(3.7584, 
3.9584, 
4.1584) 

3.9584 
 

(2.7979, 
2.9979, 
3.1979) 

2.9979 
 

11.89546957 1  

 

ER.2 
(2.1963, 
2.3963, 
2.5963) 

2.3963 
(1.4219, 
1.6219, 
1.8219) 

1.6219 3.9132 4 18 

ER.3 
(3.3243, 
3.5243, 
3.7243) 

3.5243 
(3.6536, 
3.8536, 
4.0536) 

3.8536 13.6079 1 2 

ER.4 
(3.2024, 
3.4024, 
3.6024) 

3.4024 
(1.7638, 
1.9638, 
2.1638) 

1.9638 6.7083 3 13 

ER.6 
(3.2756, 
3.4756, 
3.6756) 

3.4756 
(3.5378, 
3.7378, 
3.9378) 

3.7378 13.0178 2 3 
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In the FAHP method, consistency was verified using the consistency ratio (CR) metric, as 

proposed by Gogus and Boucher (1998). The CR values for each main calculation—including 

comparisons of main factors (cr= 0.072), supply risk factors (cr=0.085), demand risk factors 

(cr= 0.067), operational risk factors (cr= 0.091), and environmental risk factors (cr= 0.074)—

were all below the 0.1 threshold, ensuring the consistency of the fuzzy pairwise comparison 

matrices. 

Identifying Key Capabilities for Each Immediate action Risk 

Based on the probability and impact assessments of each identified risk, we positioned them 

within the impact-probability matrix. As depicted in Figure 4, seven risks (SR2, SR6, SR8, 

OR10, DR2, ER3, ER6) fall into the high-sensitivity zone, while eleven risks are situated in 

the medium-sensitivity zone. 

 

 

Figure 4. Left - Probability-Impact Matrix Results | Right - Zone of Resilience 

Upon identifying the immediate action risks, we extracted the capabilities pertinent to 

each risk drawing from the frameworks established by Pettit et al. (2011, 2013) and the 

broader supply chain risk management literature. Building on established theoretical 

foundations and empirical evidence from prior studies, each immediate action risk was 

systematically matched to the capabilities most relevant to its mitigation. This literature-

grounded mapping allowed us to identify not only the organizational capabilities required to 

sustain resilience, but also the digitalization tools and technologies that can operationalize 

these capabilities in practice. As firms increasingly integrate digital solutions into their supply 

chain operations, aligning capability development with targeted digital investments becomes 

essential for maintaining the zone of balanced resilience without incurring unnecessary 

resource expenditure. As presented in Table 5, each high-sensitivity risk is mapped to its 

corresponding capabilities alongside the digitalization implications that support their 

development and deployment.  
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 Table 5. Key capabilities and digitalization implications for immediate action risks 

Risk 
Risk 

Code 
Key Capabilities Digitalization Implications 

Quality Risk SR2 

Supplier evaluation, quality 

control mechanisms, incoming 

inspection protocols 

Digital quality management systems 

(QMS), IoT-based real-time quality 

monitoring, AI-powered defect 

detection 

Supplier Capacity 

Disruption 
SR6 

Multi-sourcing strategies, 

supplier development programs, 

capacity monitoring 

Supply chain visibility platforms, 

supplier performance dashboards, 

cloud-based procurement systems 

Sourcing Flexibility 

Risk 
SR8 

Diversified supplier base, 

flexible contracting, strategic 

inventory buffers 

Digital procurement platforms, e-

sourcing tools, blockchain-enabled 

supplier verification 

Resource Risk OR10 

Resource planning capabilities, 

alternative material sourcing, 

inventory optimization 

ERP-integrated resource planning, 

predictive analytics for material 

demand, digital twin simulations 

Market Risk and 

Competition 
DR2 

Market intelligence capabilities, 
demand forecasting, agile 

product strategy 

Big data analytics, AI-driven demand 
sensing, digital market intelligence 

tools 

Geopolitical Risk ER3 

Geopolitical monitoring, supply 

chain network diversification, 

scenario planning 

Real-time geopolitical risk monitoring 

platforms, scenario modeling tools, 

digital supply network mapping 

Macroeconomic and 

Technological Risk 
ER6 

Financial hedging capabilities, 

technology adoption strategy, 

regulatory compliance 

Fintech solutions for currency risk 

management, technology roadmapping 

platforms, regulatory compliance 

software 

Discussion and Conclusion 

Globally, supply chain risk management has provided a wide range of useful models and 

frameworks for academics and managers (Sarafan, Squire, & Brandon-Jones, 2019). This 

article presented a comprehensive classification of automotive parts supply chain risks 

through an extensive review of the supply chain risk literature. In total, 35 variables were 

identified, and exploratory factor analysis revealed that 18 subsidiary risks can be classified 

into four categories. By ranking risks based on the product of relative importance indices for 

their probability and impact, the priority of risks in each category was determined. The ability 

to assess and manage supply chain risks effectively has direct implications for firms operating 

within global supply chains. Identifying the most influential risk factors and aligning them 

with targeted resilience capabilities enables firms to proactively enhance their participation in 

global production networks. 

Seven key risks fall within the high-sensitivity zone, where both probability and impact 

exceed level 3: quality risk (SR2), supplier capacity disruption (SR6), sourcing flexibility risk 

(SR8), resource risk (OR10), market risk and competition (DR2), geopolitical risk (ER3), and 

macroeconomic and technological risk (SR6). These risks require immediate managerial 

attention, as their consequences remain difficult to control and can have significant 

destructive impacts on supply chain performance. Risks in the medium-sensitivity zone 
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require systematic monitoring and planning but can be addressed within routine operational 

management processes. 

The findings of this research enable automotive parts industry managers to consider the 

sensitivity and priority of risks and develop appropriate strategies to address them. Critically, 

our analysis demonstrates that digitalization serves as a cross-cutting enabler across all seven 

immediate action risks. Firms with high exposure to sourcing risks should invest in digital 

procurement platforms and supplier visibility tools to develop redundancy in their supplier 

networks and establish stronger contractual agreements. Those facing significant operational 

and resource risks should leverage ERP-integrated resource planning, predictive analytics, 

and digital twin simulations to enhance production flexibility and contingency planning. 

Meanwhile, firms affected by market and demand risks should deploy AI-driven demand 

sensing and big data analytics to improve forecasting accuracy and adopt agile market 

strategies. For geopolitical and macroeconomic risks, real-time risk monitoring platforms, 

scenario modeling tools, and fintech solutions for currency risk management provide firms 

with the analytical capacity to anticipate disruptions and respond proactively. 

An integrated approach to resilience-building necessitates identifying the most significant 

risk factors affecting supply chain performance and aligning them with appropriate 

capabilities. The categorization of risks proposed by Thun and Hoenig (2011) provides a 

useful framework for assessing how different risks impact resilience. When sourcing risks 

exert the greatest influence, firms should prioritize capabilities such as supplier 

diversification, multi-sourcing strategies, and collaborative partnerships, supported by digital 

procurement and blockchain-enabled supplier verification. In cases where manufacturing and 

resource risks dominate, investing in process flexibility, redundancy, and lean production 

techniques becomes critical, with digital twins and IoT-based monitoring providing real-time 

operational intelligence. When delivery and market risks are the primary concern, firms 

should enhance their visibility through advanced tracking systems, demand forecasting 

platforms, and logistics optimization tools. 

Understanding these relationships allows firms to tailor their global supply chain 

participation strategies accordingly. Firms seeking to strengthen backward supply chain 

participation may need to focus on sourcing resilience by securing multiple supply sources 

and reducing dependency on single suppliers, a process that digital procurement platforms can 

substantially accelerate. Conversely, firms aiming to expand forward participation should 

enhance their delivery resilience by improving distribution capabilities and logistics networks 

through digital visibility solutions. By systematically linking risk categories with resilience 

capabilities and their corresponding digitalization tools, firms can develop a strategic 

approach to mitigating supply chain vulnerabilities while sustaining competitiveness in global 

markets. 
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Despite these risks, the industry possesses inherent capabilities that can be leveraged to 

enhance resilience and global competitiveness. To ensure long-term sustainability and 

successful global supply chain participation, automotive firms must adopt proactive strategies 

such as diversifying suppliers, investing in technological upgrades, improving quality control 

processes, and strengthening strategic alliances. The ability to integrate digitalization into 

these strategies effectively will be a key determinant of how well firms can mitigate supply 

chain risks and achieve a stable and competitive position within the global market. This study 

therefore contributes a risk-driven capability development framework that bridges supply 

chain risk management theory and digitalization practice, offering both academic and 

managerial value for firms navigating an increasingly uncertain global environment. 

Research limitations should also be noted. This study was conducted in the automotive 

parts industry, and since specific hazards and risks can be identified for each industry, the 

results may not be directly generalizable to other sectors. Similarly, while supply chain risk 

management has received extensive attention globally, empirical studies linking risk 

prioritization to digitalization-driven capability development remain limited, particularly in 

emerging market contexts. Future studies could examine the applicability of this framework 

across other industries and geographical contexts, and could explore the extent to which 

specific digital technologies moderate the relationship between risk exposure and supply 

chain resilience. Additionally, given the identification of priority risks in this industry, future 

research could empirically test the effectiveness of the digitalization tools proposed in Table 5 

as mitigation mechanisms. 
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