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Abstract

The rapid development of deepfake technologies has increased the demand for a credible and
inter-pretable system for facial forgery detection. This study compares two transformer-based
architec-tures—Vision Transformer (ViT) and Distilled Data-Efficient Image Transformer
(DeiT)—for de-tecting real and manipulated facial images. The study aims to measure
performance in terms of de-tection as well as interpretability and to address the weaknesses of
traditional convolutional models. Data augmentation was applied, and a balanced dataset
containing 8,000 real and fake images was constructed; both models were then fine-tuned
under the same training environment. The explanatory ability of the models was incorporated
using LIME. Experimental findings indicate that both models perform well, with DeiT being
slightly more accurate at 94.62% than ViT at 93.6%, alongside faster convergence rates and
less overfitting. Visualization of the focus on important facial areas confirms that the models
reliably register synthetic artifacts. Although promising, generalization across dif-ferent
datasets and enhancement of real-time performance remain challenges. Overall, the results
validate transformer architectures—especially DeiT—as powerful and explainable deepfake
detec-tion algorithms, valuable for ensuring safe and transparent digital media forensics.

Keywords: Vision Transformer; Data-Efficient Image Transformer; Face Forgery Detection;
Ex-plainable Al; Transformer Models

Introduction

Advanced development of artificial intelligence (Al) has changed the way images are
generated, making it possible to create hyper-realistic facial forgeries known as deepfakes.
These artificial images pose serious risks to digital media integrity, security, and ethics, as
they can be used to misinform, steal identities, and manipulate individuals. Ensuring the
authenticity of visual content has therefore become a critical challenge in the modern digital
landscape, requiring the development of effective and interpretable detection systems
(Korshunov and Marcel, 2018). Early forgery-detection research largely relied on
Convolutional Neural Networks (CNNSs) and their variants to distinguish real from synthetic
faces. Despite strong performance in controlled scenarios, their accuracy deteriorated
significantly when they encountered unseen manipulations. CNN-based detectors were
limited by poor generalization, reduced interpretability, and an inability to model long-range
dependencies within images, restricting their effectiveness in complex deepfake contexts
(Yasser et al., 2023).

Transformer-based architectures have emerged as a promising solution to overcome these
shortcomings. Dosovitskiy et al. (2020) introduced the Vision Transformer (ViT), replacing
convolutional operations with self-attention to capture global relationships among image
patches. Building on this, Touvron et al. (2021) proposed the Data-Efficient Image
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Transformer (DeiT), which employed knowledge distillation to achieve high accuracy even
with limited training data. These advancements provide a pathway for developing efficient
and scalable facial-forgery detection systems. In this work, transformer-based models—
specifically ViT-Base and DeiT-Base (distilled)—are applied to real versus fake facial image
classification. To enhance transparency and trustworthiness, their reasoning processes are
visualized and interpreted using Explainable Artificial Intelligence (XAIl) techniques,
particularly the Local Interpretable Model-agnostic Explanations (LIME) framework

In general, the study will yield a clear, interpretable, and data-efficient transformer-based
framework for facial forgery detection. The paper is one of the contributions to the emerging
explainable deep learning in digital forensics as it integrates attention-based visual perception
with interpretable analysis, improving the reliability and ethical responsibility of Al-based
image verification.

Literature Review

Detection of forgery in faces has become a central research focus with the rise of deep
learning—based generative models. Altaei (2022) demonstrated that CNNs can effectively
extract texture cues, although their performance drops significantly when evaluated on
unfamiliar datasets. Dolhansky et al. (2019) addressed dataset limitations by releasing the
Deepfake Detection Challenge (DFDC), a large-scale benchmark for evaluating models in
realistic conditions; however, DFDC results also revealed that early CNN-based detectors
exhibited poor generalization to unseen manipulations. Dosovitskiy et al. (2020) introduced
the Vision Transformer (ViT), replacing convolutions with self-attention to capture long-
range dependencies, achieving stronger performance but requiring large datasets—an obstacle
for forensic applications.

Deng et al. (2022) built an EfficientNet-V2—based detector that achieved promising
results but suffered from dataset dependency, while James et al. (2025) proposed X-FACTS,
an explainable CNN framework supporting improved interpretability, though still reliant on
extensive annotated data. Kumar and Selvam (2025) further advanced hybrid modeling by
integrating convolutional layers with residual attention modules, improving accuracy but
again requiring large, diverse datasets. Korshunov and Marcel (2018) were among the earliest
contributors, using the VIdTIMIT dataset to identify visual artifacts as markers of deepfake
manipulation and demonstrating the importance of dataset diversity for model reliability.

Nagahisarchoghaei et al. (2023) emphasized explainability as a growing priority in Al-
driven forensics, driving interest in more transparent detection frameworks. Omodunbi et al.
(2025) designed a multilayer CNN achieving 95% accuracy on Celeb-DF, though its
performance decreased on unfamiliar data. Omotosho et al. (2021) developed a CNN for real-
time face recognition, showing that hierarchical spatial learning enhances verification but fails
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under high noise. Oulad-Kaddour et al. (2023) generated artificial data to strengthen gender
classification robustness, illustrating how synthetic augmentation can improve model stability
in tasks like deepfake detection. Pai and Sharmila (2023) applied CNN-based segmentation
for face-mask detection, demonstrating competitive performance even with limited feature
depth.

Rajagukguk et al. (2024) implemented EfficientNet models to improve both accuracy and
computational efficiency, though the models remained challenging to interpret. Touvron et al.
(2021) proposed DeiT, which used knowledge distillation to attain high accuracy with far
smaller training sets, making it ideal for deepfake detection, where dataset diversity is often
constrained. Yasser et al. (2023) evaluated DenseNet and Xception classifiers, which
performed well on existing datasets but struggled with new or unseen fake formats. Zhou and
Yu (2022) developed an attention-based CNN focusing on discriminative regions such as the
eyes and lips, demonstrating that attention mechanisms enhance detection accuracy and
paving the way for modern transformer-based approaches.

Across these works, Table 1 summarizes the key ideas, contributions, datasets, metrics,
and limitations. Early CNN-based approaches were susceptible to overfitting, lacked
interpretability, and displayed weak cross-domain generalization. Transfer-learning models
offered incremental improvements but remained reliant on localized features. More recent
efforts highlight explainability and robustness as essential components for trustworthy
forensic systems, motivating the migration from traditional CNNs to transformer-based
architectures such as ViT and DeiT.

Table 1. Comparative Analysis of Prior Works in Facial Forgery Detection

Studies Method Dataset Accurapy/ Key C_on'gnb.utmn &
Metric Limitation
Provided a large, ethically
Dolhansky et al CNN-based DFDC Preview Precision: iﬁuggizdd?rgaeireitc\g&?t
(201%/) ' (TamperNet, Dataset (5,214 0.930; Recall: preveale d poor
XceptionNet variants) videos) 0.268 vealed p
generalization on unseen
manipulations.
Introduced the first public
- 0,
GAN-based Deepfake VidTIMIT FA(Fi/gZ;S 2% deepfake dataset and
Korshunov & generation; VGG & (Deepfake video 95 OO‘V’ baseline metrics; detection
Marcel (2018) Facenet testing; g)ataset) (Fa(.:ene:)' models showed high false
IQM+SVM detection EER: 8 97(’,/ acceptance and weak
P 090 robustness.
Developed a robust hybrid
. CNN model that
Kumar & Selvam | R-CNN with Gabor + Gl\,ﬂ\llil(?de;etgrla(tg; q 85% vs. 70% generalized well across
obileNet -base omains but lacked deeper
2025 MobileNetV2/VGG16 fgces GAN-based domains but lacked deep
architecture-level
explainability.
Mansoor & lliev CNN + Network Acc: up to Applied visual
(2025) Dissection (ResNet50, | CelebAMask-HQ | 86.2%; loU: interpretability to CNN
VGG16, InceptionV3) 0.7601 decisions, yet analysis
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remained confined to
convolutional architectures

without transformer
adaptation.
Offered an extensive
Survey on 51% overview of explainable Al
Nagahisarchoghaei Explainable Al Case study: BBC confidence methods, underscoring the
et al. (2023) (LIME, SHAP, News (Tech class need for transparent
interpretable models) example) decision-making in

deepfake detection.

Demonstrated that
compression artifact
detection aids fake
identification but suffered
from poor generalization
across manipulations.

Real & Fake 91.97% train;
Face Detection 64.49% test
(Yonsei Univ.) (VGG-16)

ELA + CNN (VGG,

Nida et al. (2021) Inception, ResNet)

Demonstrated strong

. Transfer learning performgnce through
Omodunbi et al. (EfficientNet Kaggle (140,000 94% preprocessing and transfer
(2025) Xception VGG’19) images) (EfficientNet) learning, but lacked real-
’ time applicability and
interpretability.
Demonstrated the
. - ) overfitting issue in small
Rajag(uzlégzu4I§ etal. ResNet50 CNN 5?;??;’0;20 Trﬁfgs't:?gg(;)%’ datasets, highlighting the
need for better
generalization methods.
AUC: 95 59% Cqmpared CNN—pased
Yasser et al. EfficientNet-B4 vs. FF++, Celeb- (FF++); arghlttectu(rjesl, sf;.c:\l/ng th?t
(2023) XceptionNet DF(v2) 98.75% roust models St struggle

with evolving forgery

(Celeb-DF v2) patterns and dataset bias.

Akshatha and Kempanna (2025) surveyed deep learning approaches for fake-face
identification, emphasizing ensemble methods and the necessity for adaptive, real-time
detection. Arshed et al. (2023) fine-tuned ViT on DFDC, improving discrimination and
providing interpretable attention heatmaps. Gong and Li (2024) further demonstrated that
attention-based interpretability modules increase transparency and model stability, while Lad
(2024) introduced a human-centered XAl framework integrating visual attention with LIME
explanations, highlighting the growing demand for accountability in detection systems.
Mansoor and lliev (2025) extended this focus on explainability by applying LIME and SHAP
to improve transparency in forensic models.

Nida et al. (2021) reported persistent overfitting in CNN-based deepfake detectors—a
challenge also acknowledged in earlier studies by Dolhansky et al. (2019) and Korshunov and
Marcel (2018). Rahman et al. (2023) contributed to forgery localization by using encoder—
decoder networks for facial segmentation, demonstrating how spatial coherence can support
manipulation detection. Omodunbi et al. (2025) reaffirmed the value of interpretability
through their multilayer CNN design, and Zhou and Yu (2022) showed that attention
mechanisms focusing on key facial regions enhance detection robustness. Together, these
works align closely with the principles underlying transformer-based forensic paradigms.
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The literature, for the most part, points to a definite shift from CNNs, which extract local
texture cues, to transformers, which model global dependencies and provide explainable
outputs. Although advancement has been made, a good number of detectors are still finding it
hard to scale up and be transparent. The use of ViT and DeiT is thus a natural progression as
both are able to effectively learn context-rich representations and can be easily integrated with
XAl tools like LIME to facilitate transparent, trustworthy, and socially acceptable facial
forgery detection.

Methodology

The methodological framework of this research was crafted to allow it to be repeated, make it
clear, and show that it is an efficient way to distinguish between fake and real face images
with the help of transformers. The procedures incorporate dataset preparation, augmentation,
data splitting, model development, training, explainability integration, and evaluation, each
being organized in such a way that replication under the same conditions ispossible.

Dataset Preparation

The study relied on two publicly accessible datasets: The Real and Fake Face Detection
(CIPL Lab, Kaggle) dataset with 1081 authentic and 960 counterfeit images, and the
FaceForensics (Kaggle) dataset with 650 sophisticated forgery images. As a result of these
datasets, the researchers had various examples of facial manipulation, going from simple edits
to complex deepfake synthesis. The dataset was balanced and diversified through
augmentation, which was then finalized in a corpus of 8000 images, 4000 real, 4000 fake.
This made sure there was enough data volume, class balance, and variability for the models to
be trained and evaluated in a robust way.

Data Augmentation

Augmentation was performed using TensorFlow and Keras libraries to reduce overfitting and
better reflect real-world variability. The changes consisted of random rotations, width and
height shifts, zoom greater than or equal to 10 %, and horizontal flips. Vertical flips were only
done in some cases to increase invariance, and the fill mode was set to “constant” to keep the
boundary level. Every change kept the semantic side of things, so the labels were still correct,
and real faces remained real. These methods have led to better model generalization and less
dataset bias, which has been a frequent problem in deepfake detection (Rajagukguk et al.,

2024).

Data Splitting

After augmentation, the data splits for training 80%, validation 10%, and testing 10% were in
line with the advice of Akshatha et al. (2026).
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e Training set (6400 images) — the model uses this data for learning and updating the
parameters.

e Validation set (800 images) — monitored to prevent overfitting and guide hyperparameter
tuning.

o Testing set (800 images) — kept for a fair performance evaluation without any bias.

This stratified split ensured balanced representation and reliable statistical assessment
across all stages.

Experimental Workflow

It was made to realize the implementations of two transformer-based models, Vision
Transformer and Distilled-based DeiT, by means of PyTorch and Hugging Face Transformers
in Google Colab with the use of the GPU accelerator (NVIDIA Tesla T4, 16 GB VRAM). In
both models, to carry out binary classification, their default classification head was replaced
with a two-logit output layer. The operations included data preprocessing, fine-tuning, XAl
integration, and metric evaluation, which were carried out under the same computational
conditions for a fair comparison as presented in Figure 1.

EVALUATION XAI - LIME

Figure 1. Proposed System
Vision Transformer (ViT-Base) Model

The ViT-based architecture (Dosovitskiy et al., 2020) is a major change in the way features
are extracted. The model moves from the use of convolutions to self-attention. In fact, Figure
2 shows how ViT splits each 224 x 224 face image into 16 x 16 patches without overlapping;
thus, the number of patches is 196. A patch is flattened, and then a linear projection is done to
get a 768-dimensional embedding. Positional encodings are added to keep the spatial order
since transformers are not inherently spatially aware.

The encoded patch sequence is then processed through 12 transformer encoder layers,
each composed of:

e Multi-Head Self-Attention (12 heads): Learns long-range dependencies across all patches.

o Feed-Forward Layers (MLP): Expands the feature dimension to 3072 before projecting
back to 768.

e Residual Connections and Layer Normalization: Facilitate gradient flow and training
stability.
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A [CLS] token, which is added before the patch sequence, represents the global image.
The embeddings of this token after the last layer are fed to a fully connected classifier to
predict real or fake labels. The architecture of ViT is very powerful in detecting faint global
inconsistencies of lighting, symmetry, or texture, helping the model to recognize those
patterns that are most likely to be ignored by convolutional filters.

Transformer Encoder
(12 Layers)
Each Layer (i =1.12):

Patch Embedding: LayerNorm(768)
Conv2D(in_channels=3, Multi-Head Self-Attention:
out_channcls=768, kernel size=16, uery: Linear(768 768
= | et et v T Gttt o
gl > Ouput 196 patchies x 769-dim vectors P> Value: Linear(768 -768) i> e \:> SLnear (765 52kl
220 + [CLS] token appended ™ 197 tokens Output: Lincar(768-%768) Eoutny Class 1]
| + Pasitional Embeddings added Add & Norm (768) probabilities
‘ Dropout(p=0.0) Feed-Forward Network:

Linear(768 »3072)
GELU Activation
Lincar(3072»768)
Add & Norm

Figure 2. VIiT architecture diagram

DeiT-Base Distilled Model

Data-Efficient Image Transformer (DeiT-Base Distilled) by Touvron et al. (2021) changes the
ViT’s design to make it more data-efficient by means of knowledge distillation. The DeiT
architecture, depicted in Figure 3, is similar to ViT in the sense that it uses patch embedding
but also has a new distillation token ([DIST]) that it introduces. This token communicates
with a teacher network, usually a convolutional backbone like RegNet, thus the transformer
can get the inductive biases that the CNNs have learned.

DeiT Encoder (12 Layers)

Final Layer

Input Image

Two Classilier Heads Outputs averaged

Patch Embedding: Each DeiTLayer (i = 1..12)
LayerNorm(768)
conv2D(in_channels=3, out_channels=768, Multi-Head Self-Attention
kernel_size=16, stride=16) Query/Key/Value:
Output: 196 patches x 768-dim vectors Linear(768-%768) Head_cls: [Class 0,
(3x224 + [CLS] token (classification token) Output: Lincar(768—%768) Norm Linear(768-%2)
x224) L, [DIST] token (distillation token) Add & Norm (768) Head_dist: Class 1]
/ + Positional Embeddings added //Feed-l?orward Network: Linear(768%2) 4
Dropout(p=0.0) Linear(768%3072) L
[4 [‘ GELU Activation / |4
Linear(3072 ®768) /
Add & Norm f f

Figure 3. DeiT architecture diagram

Key architectural features include input size: 224 x 224; Patch size: 16 x 16 (196
patches). Embedding dimension: 768; MLP hidden layer size: 3072. Sequence length: 198
tokens (196 patches + [CLS] + [DIST]). 12 transformer encoder layers with 12 attention
heads. DeiT's twin-token strategy gives rise to the possibility that the predictions might be
made either from the [CLS] token, the [DIST] token, or a weighted mixture of both. Such a
hybrid system facilitates feature transfer and helps the model to generalize better when the
size of the dataset is moderate, thus it mitigates the problem of VIiT being inherently heavily
reliant on large-scale data. The DeiT architecture, hence, represents a compact and readable
method of detecting fakes, especially when the availability of data is limited.
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Architectural Comparison of ViT-Base and DeiT-Base Distilled

Table 2 . Architectural Comparison between ViT and DeiT-Base Distilled Models

Feature ViT-Base (google/vit-base-patch16- DeiT-Base_D_istiIIed (facebook/deit-
224) base-distilled-patch16-224)
Model Family ViT DeiT (Data-efficient Image
Transformer)
Distillation Token No Yes (adds an extra [DIST] token)
Input Image Size 224 x 224 224 x 224
Patch Size 16 x 16 16 x 16
Patches per Image 14 x 14 =196 14 x 14 = 196
Special Tokens 1 ([CLS]) 2 ([CLS] + [DIST])
Total Sequence Length (Tokens) 197 198
Transformer Encoder Layers 12 12
Hidden Size 768 768
Attention Heads 12 12
MLP Hidden Layer Size 3072 3072
Parameters ~86M ~86M
Output Head Classification logits from [CLS] Classification logits from [DIST]
token token (or averaged)

Table 2 compares both transformer architectures used in this study. DeiT maintains
ViT’s architecture but achieves higher data efficiency via knowledge distillation, balancing
transformer-level context modeling with CNN-like locality awareness.

Training Setup

For proper comparison of their capacities, both models were fine-tuned under the same
hyperparameter configurations to avoid any bias and to make sure that any difference in the
performance is due to the different architectural designs only. Each image fed to the network
was changed in size to 224x224 pixels, and normalized to the range of [-1, +1]. Learning and
convergence of the model were made by taking a batch size of 32 and 30 training epochs. To
improve the classification accuracy, the Adam optimizer, with a learning rate of 2x10-%, was
used together with the Binary Cross-Entropy loss function. To speed up convergence and to
leverage the prior feature representations, both models were set up with pretrained ImageNet
weights from the very beginning. In order to avoid overfitting, the process of early stopping
based on validation loss was also used. This setting, which is in line with the method as per
Touvron et al. (2021), was the reason for steady convergence and the possibility of repeating
the experiment for both transformer architectures.

Explainable AI (XAI) Integration

LIME was used in both models to make their working clear to the user. LIME changes the
different parts of the image and notices the changes in the prediction to find the features that
influence the most. The heatmaps produced in Figure 8 and Figure 9 show the areas like eyes,
cheeks, and lips, which were the region’s most discriminative in fake-face detection. The
study here confirmed that both ViT and DeiT models concentrate on the correct parts of the
faces, which are the features for the background noise, thus they are transparent and their
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decisions can be trusted. The use of LIME is in line with the previous work that was focused
on explainable Al for digital forensics (Mansoor & lliev, 2025), which is a way of making the
system's decisions understandable and ethically deployable.

Evaluation Metrics

The model's performance was assessed through various important metrics that provide a
complete picture of the model's accuracy and reliability. Accuracy was a measure of the total
correctness of the classification, while precision was used to show the model's capacity to
reduce false positives to a minimum. Recall or sensitivity was the measure of how the model
was able to find the largest number of true positive cases, and the F1-score was a balanced
measure of precision and recall. Moreover, the confusion matrix gave a detailed
representation of the error distribution in different classes. All these metrics together allowed
for a comprehensive evaluation of the detection's robustness, which involved not only the
predictive accuracy but also the reduction of false alarms to a minimum, thus making
deepfake detection systems practically usable and trustworthy.

Results

Outcomes of this research deliver an in-depth comparison of the ViT and DeiT models for
identifying Fake vs. Real images with augmented datasets. Both models’ predictive
performance and learning efficiency were analyzed, compared, and judged through the
evaluation metrics, classification reports, confusion matrices, and training-validation trends.

Table 3. Classification Report of ViT and DeiT Models for Fake vs Real Image Detection

. F1- Overall :
Precision Recall Support Macro Weighted
Model | Class 0 0 Score Accuracy 0 0
(%) (%) (%) (Samples) %) Avg (%) Avg (%)
. Fake 95 92 93 391
VIT [ Real 93 95 % 409 93.62 94 o4
. Fake 93 96 95 402
DeiT Real % 3 95 398 94.62 95 95

Table 3 represents the classification report that compares the performance of ViT and
DeiT models on the Fake vs Real image detection task. The ViT model has an overall
accuracy of 93.62%, with macro and weighted averages of 94%, which means that the
classification of Fake and Real categories was strong and balanced. On the other hand, the
DeiT model showed a slightly higher accuracy of 94.6 %, with both macro and weighted
averages of 95% remaining stable, which indicates better generalization and more refined
feature extraction capabilities. Also, both models have made it to very high F1-scores over
93%; thus, a minimum difference between precision and recall has been achieved, and it is a
manifestation of the excellent and dependable detection of image authenticity throughout the
dataset.
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The confusion matrices of the ViT and DeiT models offer a profound understanding of
their classification capability for the normalized setting of the Fake and Real images
distinction. As per Figure 4, the confusion matrix for the ViT model shows that the system
correctly recognized 361 Fakes out of 391 and wrongly labeled 30 as Reals. Similarly, out of
409 Real images, the algorithm confirmed 388 as Real, but 21 were falsely predicted as Fake.
This allocation brings about the sum of correct predictions to 749 out of 800 test samples,
which is equivalent to the overall accuracy of 93.62 percentage. The comparatively low count
of the wrongly classified items, 51 in total, signifies that the model is a strong one in
discriminating between the fake and real images even when they are visually similar.

Confusion Matrix

Fake

Real -

Fake -
Real -

Figure 4. Confusion Matrix of ViT Model for Fake vs Real Image Detection

On the other hand, the DeiT model shown in Figure 5 had a slightly better performance,
with 386 Fake instances being correctly classified as Fake (true positives) and 371 Real
instances being accurately predicted as Real (true negatives). The model made a mistake in
classification by detecting 16 Fake images as Real (false negatives) and 27 Real images as
Fake (false positives). From 800 total instances, the model made 757 correct predictions,
resulting in an overall accuracy of 94.62%. The increased true positive and true negative
counts, together with fewer false negatives, signify that the DeiT model is not only as precise
as the VIT model but also has a higher recall of Fake image identification. In essence, both
models are effective, and DeiT has a slight edge in identifying Fake and Real images
correctly. The confusion matrix assessments corroborate that DeiT has better generalization
and discriminative capability, which is consistent with its higher overall accuracy and
balanced classification metrics reported in Table 1.
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Confusion Matrix

'
a
i3
e

Figure 5. Confusion Matrix of DeiT for Fake vs Real Image Detection

Real

The performance of both models over 30 epochs has been analyzed by us to understand
their learning stability, convergence, and generalization. From the charts of Figure 6, we can
see that the VIT model was able to continuously enhance its performance in terms of both
accuracy and loss. Training loss went down very quickly from about 46 percentage at the first
epoch to close to 10% at epoch 18, with a little bit of variation of 11%and 17% happening in
the last part of the training, thus converging stably with a minimum of overfitting. Similarly,
validation loss dropped from 32% to around 22% by epoch 5 and then stayed within the 20 to
25% band for the rest of the time. In the same way, training accuracy was increased from 77%
to almost 98%, whereas validation accuracy was improved from 87% to a stable 92 to 94%,
thus confirming that the model generalizes well. On the other hand, the DeiT model Figure 7
had better optimization and performance stability as well. Its training loss was near 45% at the
beginning and kept on going down to around 5%by epoch 30, while validation loss was
reduced from 43%to nearly 8%, thus showing very little difference between the two curves,
an indicator of strong generalization and less overfitting. Training accuracy went up very fast
from 78% to almost 100%, and validation accuracy increased from 76% to about 95% in the
last epochs.

Loss vs Epochs Accuracy vs Epochs

—— Train Loss 0.975 4
Validation Loss

0.950
0.925

0.300

0.875

Lo
Accuracy

0.850
0.825

0.800 1
—— Train Accuracy
0.10 07751 Validation Accuracy

0 5 10 15 20 25 30 0 5 10 15 20 25 30
Epoch Epoch

Figure 6. Training and Validation Loss and Accuracy Trends of ViT Model
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Loss vs Epochs Accuracy vs Epochs

0.5 1.00
—— Train Less

Validation Loss

0.4 0.95 1

0.39 |

El 3
< 0.85 4
0.29 /\
AN/
\/\/ 0.80
0.1+
—— Train Accuracy
0.75 Validation Accuracy
10 15 20 25 30

0 o 5 10 15 20 25 30

Epoch Epoch

Figure 7. Training and Validation Loss and Accuracy Trends of the DeiT Model

By comparison, the DeiT model shows a lower final validation loss of 8%, compared to
20-25%, and a better final validation accuracy of 95% versus 94% for the ViT model. These
results indicate better convergence behavior, higher optimization efficiency, and a greater
ability to both extract and generalize discriminative features. The steady decrease of both
training and validation losses, along with the stability of the accuracy curves are evidence that
DeiT has more effective learning dynamics for Fake vs. Real image detection.

LIME Explanation: Fake (96.31%)

Input Image Overlay (Pos + Neg)

Negative Regions Positive Regions

Figure 8. Lime output for ViT

The ViT model shown in Figure 8 was the one that recorded the highest confidence in
classification of 96.31%. It was thus able to recognize the analyzed image as Fake in the
strongest way. Such a high confidence level can be seen as a clear indication of the model's
powerful capacity to differentiate real and artificially generated facial textures. LIME was the
method that was used to find the local approximation for ViT's decision by means of
perturbing the input image and looking into the changes in prediction resulting from the
perturbations. The LIME visualization depicts those parts of the image that helped most,
which is highlighted in green in the classification of Fake lying on the middle facial features
like cheeks, nose bridge, and lower jawline. Faces that obviously played the most crucial role
in labelling the image as Fake. There were also negative regions in red around the hairline and
background, which, however, had a very little or no influence at all, or an opposite one. The
findings here demonstrate that the ViT model is very effective in directing its attention to
those facial features which are perceptually most relevant as well as to the tiniest of the
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artifacts that are typical of the manipulated images and that were left there without any doubt
as a result of the editing, thus not only verifying its predictive accuracy but also the
representational power of its XAl visualization.

LIME Explanation: Fake (97.06%)

Negative Regions Positive Regions Overlay (Pos + Neg)

Figure 9. Lime output for DeiT-ViT

Similarly, the DeiT model, shown in Figure 9, classified the same image as Fake with a
confidence level of 97.06%, reflecting superior discriminative capability. Using the same
LIME explainability method, the DeiT visualization revealed that the most influential regions,
shown in green, were concentrated around the forehead, cheeks, nose, and lips—Kkey zones for
texture irregularities and subtle distortions. In contrast, negative regions red along the
hairline, fingers, and background contributed minimally to the final prediction. These visual
cues demonstrate that DeiT effectively localizes and interprets generative inconsistencies
while maintaining transparent decision reasoning. The LIME-based interpretability confirms
that both transformer models not only achieve high detection accuracy but also provide clear,
human-understandable explanations, reinforcing their reliability for ethical and explainable
deepfake detection.

Discussion

The results of the given research indicate that both the VIiT and DeiT models have been
successfully utilized in overcoming the task of identifying fake and real facial images, thus
achieving the goal of building a solid and understandable framework to identify authenticity
in images. Both models worked well, although DeiT was a bit better than ViT with a total
accuracy of 94.62% as opposed to 93.62%. This gain is an indication of increased data
efficiency and better efficiency in the attention mechanisms of DeiT, which facilitates faster
and more efficient learning. The Precision, Recall, and F1-scores of both models were more
than 93%, indicating high generalization on real and fake classes. The F1-score of 95% of the
DeiT shows that it is more consistent in identifying small generative artefacts that are vital in
the detection of deepfakes. This is also confirmed by the confusion matrix analysis, which
indicates that DeiT incorrectly recognized 43 images as compared to 51 by ViT.

Also, the smaller validation gap around 3%of DeiT compared to ViT around 8 t010%
demonstrates better convergence and minimized overfitting. The incorporation of LIME
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offered valid information on the decision-making process of the two models. The visual
interpretations revealed that ViT and DeiT paid more attention to main facial areas, including
cheeks, nose, and lips, that have minute texture variations reflecting manipulation. The
attention maps of DeiT were coherent and more local, thus assuring the presence of stronger
focus and interpretability. It proves that DeiT is not only functional but also renders clear and
reliable forecasts, which is crucial in the field of forensics. DeiT was also more data-efficient
and stable, converged much faster, and had a validation loss near 8% in comparison to ViT
with a range of 20 to 25%. This efficiency renders DeiT more applicable in real world
application where there is a scarcity of resources.

On the whole, these findings correspond to the existing literature that transformer-based
architectures have superiority over CNNs in forgery detection because of their capacity to
capture global dependencies. The current work builds on this knowledge and demonstrates
that DeiT has the same strengths as VIT with fewer data and computation requirements. To
sum up, both ViT and DeiT show good results in real and fake face recognition. Nevertheless,
DeiT has a superior accuracy, interpretability, and efficiency ratio, which proves its feasibility
as a real-life and transparent approach to digital forensics and media authenticity verification
relying on Al.

Conclusion

This paper examined the efficacy of transformer-based architectures in the classification of
facial forgery. Both models showed a high ability to differentiate between original and
fabricated faces; nevertheless, the DeiT model showed slightly better results, with higher
accuracy and generalization with lower overfitting. The incorporation of LIME-based
interpretability further asserted that all the models were always keen on key parts of the face
features, like the cheeks, lips, and nose, that could carry out clear and reliable model
decisions. These results emphasize the possibility of distilled data-efficient transformer
models as effective and reliable methods of digital media forensics in an explainable way.
The findings imply that transformer architectures and especially DeiT can be used as scalable
backbones with applications in the real-world of deepfake detection, where transparency and
computational efficiency are critical requirements. The future studies may involve cross-
dataset validation and real-time implementation. On the whole, this work supports the role of
interpretable Al as a tool for enhancing digital trust and addressing the threat of synthetic
media that is emerging.
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