Journal of Information Technology Management

ISSN-OnLine: 2980-7972 UniVerSity of Tehran

The Impact of Smartphone Users’ Digital Literacy on Information Security
Protection Intentions

Zhenxiang Cao*®

*Corresponding author, Assistant Prof., Hefei Institute For Advanced Research, School of
International Trade and Economics, Anhui University of Finance and Economics, Bengbu, China.
E-mail: czx@aufe.edu.cn

Liging Peng®

Instructor, Department of Human Resources, Anhui University of Science and Technology, Huainan,
China. E-mail: 448339509@qqg.com

Yili Chu®

Assistant Prof., School of Humanistic Medicine, Anhui Medical University, Hefei, China. E-mail:
truelll@foxmail.com

Fan Ye®

Lecturer, College of Anhui Audit, Hefei, China. E-mail: 18205580587 @163.com

Journal of Information Technology Management, 2025, Vol. 17, Issue 3, pp. 148-172 Received: January 23, 2025

Published by the University of Tehran, College of Management Received in revised form: April 02, 2025
doi:%20https://doi.org/10.22059/jitm.2025.377234.3694 Accepted: June 08, 2025

Article Type: Research Paper Published online: August 23, 2025

© Authors

Abstract

In the digital economy era, the widespread use of smartphones has brought about new
information security threats, increasing the risk of data leakage from personal devices. Digital
literacy, defined as the skills and knowledge needed to navigate digital life effectively, offers
new perspectives and motivation for safeguarding personal information security. This study
investigates the relationship between digital literacy and smartphone users’ intention to
protect their information security. Drawing on Protection Motivation Theory (PMT) and
Technology Threat Avoidance Theory (TTAT), a theoretical model was developed to
examine both the direct and indirect effects of digital literacy on users’ information security
protection intentions. Questionnaire data from 372 smartphone users in China were analyzed
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using Structural Equation Modeling (SEM). The results reveal that digital literacy has a
significant positive impact on users’ response efficacy, self-efficacy, and their intention to
protect information security. Moreover, digital literacy influences protection intention
indirectly through self-efficacy and response efficacy. However, perceived threat, although
positively influenced by digital literacy, does not have a significant effect on users’ protection
intention. This study offers valuable insights for policymakers, educators, and businesses in
promoting a secure mobile environment and provides practical recommendations for
enhancing personal information security in the digital age.

Keywords: Digital literacy, Information security protection, Second-order factor model,
Smartphone

Introduction

With the rapid development and application of mobile internet technologies, mobile smart
devices, particularly smartphones, have experienced a dramatic expansion in their user base
due to their multifunctional capabilities. In August 2022, the China Internet Network
Information Center (CNNIC) released the 50th "Statistical Report on Internet Development in
China,” which showed that 99.6% of internet users in China accessed the internet via mobile
phones. The total number of mobile phone users reached 1.668 billion, including 455 million
5G mobile phone users (CNNIC, 2022).

The widespread adoption of smartphones has introduced new information security risks,
making it increasingly easy for sensitive data stored on these devices to be compromised.
While users benefit from various convenient services, they also frequently input or store
sensitive personal information on their smartphones. Threats such as apps from unverified
sources, malicious software, and unsecured network connections have heightened the risk of
personal information being stolen or misused, posing a significant threat to mobile
information security. A lack of knowledge about information security often results in low
awareness among users, who frequently fail to recognize or implement appropriate protective
measures. The China Consumers Association (CCA), in its "Investigation Report on Personal
Information Leakage in Apps," pointed out that 64% of respondents believe that the main
source of personal information security issues is the lack of users' awareness regarding
information security protection (CCA, 2018).

Accompanying the emergence of a new technological revolution, the deep integration of
new-generation information technologies such as big data, cloud computing, and artificial
intelligence with traditional industries has promoted the transformation of social development
toward digitalization and intelligence. With digital knowledge and information as its core
resources, the digital economy has flourished. In the new development pattern, digital literacy
has become a basic ability that the public must possess, and it represents the core literacy



The Impact of Smartphone Users’ Digital Literacy on.../ Zhenxiang Cao 150

required for work, study, and life in the digital economy era. The Central Cyberspace Affairs
Commission of China (CCAC) has issued the "Action Plan for Improving National Digital
Literacy and Skills,” which clearly states that enhancing digital literacy and skills across the
population is a strategic task to meet the demands of the digital era, improve national quality,
and promote the all-round development of individuals (CCAC, 2021).

For individuals in the digital age, digital literacy refers to the ability to better adapt to the
digitalization of daily life. Theoretically, digital literacy represents users' skills in acquiring,
using, evaluating, and innovating digital information, which contributes to enhancing their
capacity to address various information risks and security challenges in the digital economy
era. In this context, it is worth examining whether the digital literacy of smartphone users
influences their intention to protect information security, and if so, how digital literacy affects
this intention. Are there any intermediary mechanisms involved? Therefore, this paper
explores the relationship between digital literacy and the intention to protect information
security among smartphone users, within the context of digital economy development, to
provide practical guidance for personal information security protection from an endogenous
dynamic perspective.

Literature Review

User information security behavior is a pivotal focal point within cybersecurity, exerting
considerable influence on the efficacy of security protocols and the susceptibility of systems
to cyber assaults. The Protection Motivation Theory (PMT) is a prominent framework that
elucidates and predicts user information security behavior (Rogers, 1983). This theory rests
upon the foundational premise that, when confronted with a perceived threat, individuals are
motivated to undertake specific countermeasures to protect themselves from the impending
risk. Navigating a threat scenario entails a sequential process in which an individual first
evaluates the perceived susceptibility and severity of the threat. This evaluation is then
extended to an assessment of available countermeasures. Ultimately, behavioral decisions are
formed based on these considerations. Perceived susceptibility refers to an individual's
assessment of the likelihood of experiencing a negative outcome, while perceived severity
denotes the degree of harm that could result from such an outcome. Response efficacy reflects
an individual's belief that a particular course of action will be effective in mitigating the
threat, whereas self-efficacy refers to an individual's confidence in their ability to implement
protective measures.

Technological Threat Avoidance Theory (TTAT) is suitable for explaining how
individuals avoid information technology threats in voluntary situations. The theory, proposed
by Liang and Xue (2009), is rooted in protection motivation theory, the health belief model,
and risk analysis research. When a user perceives an IT threat and believes it can be warded
off by adopting protective measures, the resulting positive willingness motivates the user to
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actively avoid it. The theory conceptualizes that threat perception arises from two antecedent
variables: perceived severity and perceived susceptibility. In an individual's assessment of
how to respond to a threat, the effectiveness of protective measures, their cost, and the
individual's ability to adopt them are all taken into account (Liang & Xue, 2010).

An early application of Protection Motivation Theory (PMT) and Technological Threat
Avoidance Theory (TTAT) in the field of information security is found in the study by
Siponen et al. (2007), which investigated employees’ adherence to information security
protocols in the workplace. This seminal research emphasized the crucial role of threat
perception and response efficacy variables. Since then, PMT and TTAT have been widely
applied to study information security behavior. Examples include analyses of user reactions to
malware threats (Tsai et al., 2016), evaluations of password protection strategies (Vedadi &
Warkentin, 2020), examinations of email security practices (Ng et al., 2009), investigations of
computer desktop security behaviors (Hanus & Wu, 2016), assessments of antivirus software
usage (Lee et al., 2008), and reviews of computer security behaviors in the workplace (Yoon
& Kim, 2013), among others.

Current research on user information security behavior focuses on Protection Motivation
Theory (PMT) and Technology Threat Avoidance Theory (TTAT), often adding a few other
influencing factors for consideration. However, this approach overlooks users' knowledge and
digital literacy. Moreover, with the rapid growth and development of the digital economy,
conclusions drawn from past studies are no longer fully applicable to the current context of
individual digital literacy and skills development. Therefore, this study aims to address these
limitations by adopting digital literacy as the foundational framework, incorporating key
elements from PMT and TTAT as intermediaries to better elucidate the relationship between
digital literacy and information security behavior.

Research Hypothesis
Digital Literacy

Digital literacy is "the efficient and rational use of digital technologies and the potential of
digital tools to meet the information needs of individuals and society.” People can locate,
organize, understand, evaluate, and create information using digital technology (Julien, 2018).
There are significant benefits to possessing digital literacy, as these skills and abilities lead to
more positive health outcomes. Digital literacy encompasses utilizing interactive digital tools
and searchable networks while ensuring proficient and secure engagement. Moreover, it
protects against cybercriminal activities, including phishing and malicious hacking (Deye,
2015). This proficiency empowers the younger generation to harness the myriad opportunities
arising from digital technology while concurrently safeguarding them against its diverse perils
(Géldag, 2021).
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There is no direct evidence in the existing literature supporting the positive effect of
digital literacy on self-efficacy, response efficacy, perceived threat, and behavioral intention
in the context of personal information security. However, Wan et al. (2008) and Hatlevik et
al. (2018) found that self-efficacy and response efficacy are enhanced by increases in IT
perception, IT application skills, and information literacy. Moreover, the level of knowledge
influences individuals' perception of risk (Dickson, 2005). A higher level of knowledge
enhances one's ability to collect, analyze, and evaluate information resources, thereby
increasing awareness of information security risks. For users, the most effective patch and
countermeasure against information leakage are to improve their knowledge and skill levels,
becoming knowledgeable and competent users who continuously assess threats and take
action to protect personal information privacy.

An individual's response to external stimuli is closely related to their fundamental literacy
(Califf & Brooks, 2020). The key to strengthening privacy awareness lies in familiarity with
the basics of digital technology and mastery of its application skills, rather than merely
focusing on personal privacy concerns (Biichi, 2017). Given users’ cognitive limitations,
privacy leaks are often inevitable, resulting in suboptimal privacy protection practices. It is
common for users to lack sufficient knowledge about privacy protection; thus, it is essential to
enhance training in privacy-related knowledge and skills to improve their protective
capabilities (Wissinger, 2017). The most serious issue in privacy security involves
marginalized or vulnerable internet users who lack advanced digital skills (Smith et al., 2015).
Individuals with strong media and information processing skills tend to pay more attention to
personal information privacy and are better equipped to ensure its protection. Users’ privacy
control behaviors are significantly associated with their knowledge of information
technology, awareness of institutional practices, and understanding of privacy norms (Park,
2013). Barn (2014) pointed out that the level of IT knowledge is closely related to the degree
of information security risks users face when accessing data via smartphones. Buchi et al.
(2017) employed a structural equation model to demonstrate that proficiency and mastery of
information skills are critical in reducing user information exposure and avoiding security
problems.

Under the development of the digital economy, improving users' digital literacy facilitates
their access to information security resources and enhances their ability to learn relevant
knowledge. As a result, they gain a clearer understanding of the information security threats
associated with smartphone usage. Furthermore, improving digital literacy can encourage
users to leverage digital technologies more effectively as tools for safeguarding information
security, recognize the convenience and utility of adopting protective measures, and
strengthen their capability to control personal information security. This, in turn, enhances
their belief in reducing information security risks through protective behaviors.
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Based on these, the following hypotheses are proposed:

(1) Hypothesis Hla: Digital literacy of smartphone users positively affects their perceived
threat.

(2) Hypothesis H1b: Digital literacy of smartphone users positively affects their response
efficacy.

(3) Hypothesis H1c: Digital literacy of smartphone users positively affects their self-efficacy.

(4) Hypothesis H1d: Digital literacy of smartphone users positively affects their information
security protection intention.

Perceived Threat, Response Efficacy, and Self-Efficacy

Perceived threat is derived from TTAT and refers to the individual's perception of the threat
or harm brought by information technology. In this study, perceived threat refers to
smartphone users' perception and assessment of smartphone information security risks.
According to Wynn et al. (2013), if the public believes they are more vulnerable to negative
situations, they are more likely to take precautions to avoid negative consequences. When
users believe that smartphones pose risks and threats that could harm personal information
security and privacy, a threat assessment will be conducted to determine whether appropriate
information security protection is needed. That is, users must be fully aware of the threats to
their information security before they can achieve information security protection. Bulgurcu
(2010) and Lai et al. (2012) also confirmed that when users face information security threats,
they tend to be motivated to take avoidance-oriented actions and behaviors.

Response efficacy is a cognitive process, and how individuals handle risk is influenced by
their perception of response efficacy (Ortiz et al., 2018). When applied to this study, it refers
to smartphone users' subjective perception of whether implementing information security
protection can effectively prevent information risks and enhance information security.
Wissinger (2017) and Yoon et al. (2012) pointed out that response efficacy positively
influences individuals' willingness to engage in information security behaviors. If users are
fully aware of the advantages of technological tools and solutions for information security
protection, they will be more inclined to adopt effective security measures (Ifinedo, 2014). In
the context of smartphone use, users will only intend to adopt protective behaviors if they
recognize the importance of information security and believe that such behaviors are
beneficial to the security of their smartphones. Conversely, if users believe that their
information security protection behavior does not produce the expected results, then even if
they are concerned about security issues, they may lack the motivation or intention to engage
in protective actions.
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Self-efficacy is an individual's assessment and belief about his or her abilities. Numerous
studies have found that self-efficacy significantly impacts individuals’ behavioral intentions
regarding information security (Esmaeili, 2014; Hanus and Wu, 2016; Workman, 2008). PMT
suggests that individuals can anticipate the outcomes of their actions by evaluating their
capabilities. Therefore, those with a stronger sense of self-efficacy are more confident in
adopting information security practices. When users perceive that they can manage risks and
believe in their capacity to do so, they are more likely to proactively use their skills to avoid
such risks (Buchi et al., 2017). According to research in the field of information security
behavior, enhancing self-efficacy is a key condition for the effective implementation of IT
security measures. When using IT services, users with higher self-efficacy are more willing to
avoid threats during their interaction with IT services. If the user believes that their
information security protection behavior can effectively safeguard the smartphone, they will
be more inclined to perform such protective actions.

Based on these, the hypotheses are proposed:

(1) Hypothesis H2: Perceived threat of smartphone users positively affects their information
security protection intention.

(2) Hypothesis H3: Response efficacy of smartphone users positively affects their
information security protection intention.

(3) Hypothesis H4: Self-efficacy of smartphone users positively affects their information
security protection intention.

Research Model Construction

This study constructs a comprehensive theoretical model (see Figure 1) based on Protection
Motivation Theory (PMT), Technology Threat Avoidance Theory (TTAT), and digital
literacy theory. The model postulates that digital literacy directly influences smartphone users'
intention to protect information security, and indirectly affects this intention through the
mediating roles of self-efficacy, response efficacy, and perceived threat.
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Figure 1. Research model

Methodology

This study employs a quantitative research design to explore the impact of digital literacy of
smartphone users on their intention to protect information security. The research framework is
based on the integration of PMT, TTAT, and digital literacy theory. Together, these theories
help explain how digital literacy influences users' psychological processes, including
perceived threat, response efficacy, and self-efficacy, ultimately shaping their behavioral
intention to protect information security.

To ensure robustness and minimize potential biases, this study uses a questionnaire
survey method coupled with Structural Equation Modeling (SEM) for data analysis. The
questionnaire approach allows for efficient and extensive data collection, capturing diverse
user experiences and behaviors concerning smartphone information security. SEM, with its
ability to handle complex relationships between multiple variables, offers a powerful tool to
test the proposed hypotheses and assess both direct and indirect effects among the constructs,
thereby enhancing the reliability and validity of the findings.

Sample Selection

A non-probability sampling method was employed to select participants for this study. Given
the widespread use of smartphones, the target population was defined as individuals aged 18
and above who actively use smartphones. Participants were recruited through multiple
channels, including social media platforms, online forums, and local communities in Hefei
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and Huainan, China, to ensure a wide reach and diversity of the sample. To ensure the
representativeness and relevance of the sample, the inclusion criteria were as follows: (1)
being a current smartphone user, (2) having a basic understanding of information security,
and (3) being at least 18 years old. These criteria ensured that the participants had relevant
experiences and knowledge to provide meaningful responses regarding digital literacy and
information security protection intentions.

Data Collection
Pre-survey

To ensure the validity and cultural appropriateness of the questionnaire, a comprehensive pre-
survey process was conducted. The initial questionnaire consisted of 35 items covering key
constructs such as digital literacy, perceived threat, response efficacy, self-efficacy, and
protection intention. The questionnaire was tailored to the context of smartphone users and
their information security behaviors. The pre-survey involved professional translation and
back-translation to maintain the integrity of the original items while ensuring cultural
relevance. Field experts in digital literacy and information security reviewed the translated
items to verify their alignment with the measured concepts and cultural sensitivity. A pilot
test was conducted with 40 smartphone users from diverse backgrounds. These participants
evaluated the clarity of the items, the relevance of the questions to their information security
experiences, and the overall structure of the survey. Constructive feedback was collected, and
revisions were made accordingly. Ambiguous or complex items were simplified, and
redundant or irrelevant questions were removed. After the pilot study and subsequent
revisions, a 30-item questionnaire was finalized for the main survey.

Official Data Collection

Before participating in the survey, all participants were provided with an informed consent
form explaining the study’s purpose, the voluntary nature of participation, and the
confidentiality of their responses. Participants were required to acknowledge their consent by
checking a box before accessing the questionnaire, ensuring ethical compliance. They were
assured of the anonymity of their responses and informed that their data would be used solely
for research purposes. Data were securely stored with restricted access to the research team,
and participants were informed of their right to withdraw from the study at any time without
consequences. The primary data collection method was an online survey. The official
questionnaire was distributed from August to November 2022. A total of 405 completed
surveys were collected through online platforms and a small number of paper questionnaires
distributed in Hefei and Huainan, China. An initial screening process was conducted to ensure
data quality. Questionnaires with any unanswered items, inconsistent responses, or those
completed in less than 8 minutes (indicating a lack of thoughtful engagement) or more than
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30 minutes (suggesting potential comprehension issues or distractions) were discarded.
Additionally, duplicate entries from the same IP address were removed to ensure the validity
of the responses. After applying these screening criteria, 372 valid questionnaires remained
for analysis. The survey comprised 30 items, resulting in a ratio of observations to variables
of 12.4. This ratio exceeds the recommended minimum of 5:1 (Hair et al., 2018), indicating
that the sample size was sufficient for conducting factor analysis and SEM. Demographic
characteristics of the sample (including gender, age, education, and occupation distributions)
are presented in Table 1.

Table 1. Demographic characteristics of the sample

Constructs Category Frequency Percentage
Gender Male 207 55.65%
Female 165 44.35%
18-26 151 40.59%
Ade 27-35 137 36.83%
g 35-45 59 15.86%
>46 25 6.72%
High School and below 27 7.26%
: College 133 35.75%
Education Bachelor 119 31.99%
Master and above 93 25.00%
Student 146 39.25%
- Corporate employees 143 38.44%
Oceupation Party and government organs and institutions staff 52 13.98%
Others 31 8.33%

Data Analysis

Data analysis was conducted using a combination of statistical methods. SPSS 24.0 was
employed for preliminary analysis, including descriptive statistics and correlation analyses.
Confirmatory Factor Analysis (CFA) and SEM were performed using AMOS 24.0 to assess
the measurement model's validity and test the hypothesized relationships. The bootstrapping
method with 5,000 resamples was applied to test the significance of the mediating effects. To
address potential common method bias, Harman's single-factor test was performed.

Measurements

The survey questionnaire primarily centers on the measurement scales utilized to assess
indicators, including digital literacy, perceived threat, response efficacy, self-efficacy, and
protection intention. Each scale uses a Likert scale format ranging from 1 (Strongly Disagree)
to 5 (Strongly Agree) for responses. (1) Digital Literacy: The digital literacy scale was
constructed based on the European Union digital literacy framework, the United Nations
Educational, Scientific, and Cultural Organization (UNESCO) global digital literacy
framework, and the digital literacy scales developed by Ng (2012). It evaluates five key
dimensions of digital literacy: digital knowledge, information evaluation ability, digital
operational skills, digital security awareness, and digital ethics. (2) Perceived Threat: The
perceived threat scale, adapted from Xu et al. (2012) and Verkijika (2018), includes three
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items assessing users' perception of information security risks associated with smartphone
use. (3) Response Efficacy: The response efficacy scale, adapted from Thompson (2017) and
Jansen and van Schaik (2019), includes three items evaluating users' belief in the
effectiveness of security measures. (4) Self-efficacy: The self-efficacy scale, adapted from
Wissinger (2017) and Bélanger and Crossler (2019), includes four items assessing users'
confidence in their ability to protect their information security. (5) Protection Intention: The
protection intention scale, adapted from Dinev et al. (2009), includes four items measuring
users' intention to take security measures for their smartphones. The specific item design of
each latent variable is shown in Table 2:

Table 2. Measurement variable design

variable Problems

I understand the basics of big data, artificial intelligence, the Internet of Things, and other digital
technologies.

Digital I understand the basic characteristics, current status, and future trends of major digital
knowledge technologies.
I am familiar with digital tools, software devices, and digital resources commonly used in social
life.

I can recognize reliable and unreliable sources of information on the web.

Informa-tlon I know how to assess the accuracy and credibility of online information.
evaluation - - -
ability I can f!nd the mfgrmaﬂon I need to.solve problems or.1 the web.
I verify and validate the information | get from the internet.
Digital I am familiar with how to install, update, and uninstall apps on smartphones.
operation I am proficient in using a cell phone for daily work and life affairs.
skills I can use various functions of my smartphone proficiently.
Digital I understand the basic concepts and principles of cybersecurity.
security I understand the importance of securing personal data in an online environment.
awareness I know how to protect against malware and virus attacks.
I respect the privacy and rights of others on the internet.
- .|l abide by the code of ethics of the internet and refrain from spreading inaccurate information and
Digital ethics .
malicious remarks.
I use legal and legitimate software and resources on the web.
I think there is a security threat to the personal information stored on smartphones.
Perceived I am concerned that using a smartphone in a public networked environment could lead to
threat information leakage.

I think smartphone apps may be stealing my data.

My efforts to secure personal information on my smartphone are paying off.

Response Utilizing digital security technology or tools can better secure my personal information on my
efficacy smartphone.

The adoption of security measures can effectively protect personal information.

Taking precautions to secure personal information on my smartphone is relatively easy.

I can effectively utilize digital technologies and tools for smartphone information security.

Self-efficacy I can find ways to deal with the risk of personal information on my smartphone.
I know how to distinguish and assess the security and risk of personal information on
smartphones.
I will take security measures to prevent breaches on smartphones.
Protection | actively use digital technologies and tools to secure personal information on my smartphone.
intention I am willing to use security software to keep my smartphone safe.

| take the initiative to understand and learn about smartphone information security.
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Results

The Test of CMV

Harman's single-factor test is a common method for assessing Common Method Variance
(CMV), with the criterion that the first principal factor should explain less than 40% of the
variance (Hu et al., 2021). In this study, the percentage is 32.93%, indicating that the data
passes the test.

Reliability and Validity Analysis

In this study, Cronbach's Alpha coefficient (a) and composite reliability (CR) values were
used for reliability testing. The results are shown in Table 3. If a > 0.8, it means that the
scale has high intrinsic reliability. If a > 0.7, it means that the scale has good intrinsic
reliability. It is generally required that the CR value of the variables should be greater than
0.7. The a value and CR value of the questionnaire scale in this paper are both greater than
0.8; therefore, the questionnaire demonstrates good reliability.

Table 3. Factor loadings, Cronbach’s alpha (a), CR, and Average Variance Extracted (AVE)

Variables codes Fac_t or a CR AVE
loadings
Al 0.817
Digital knowledge A2 0.712 0.822 0.825 0.612
A3 0.813
B1 0.731
. . - B2 0.740
Information evaluation ability B3 0.751 0.829 0.829 0.548
B4 0.738
C1l 0.749
Digital operation skills C2 0.799 0.813 0.813 0.592
C3 0.760
D1 0.768
Digital security awareness D2 0.792 0.807 0.808 0.584
D3 0.732
El 0.771
Digital ethics E2 0.778 0.830 0.831 0.621
E3 0.815
F1 0.695
. F2 0.668
Self-efficacy F3 0.815 0.801 0.809 0.516
F4 0.685
Gl 0.768
Perceived threat G2 0.746 0.806 0.809 0.585
G3 0.780
H1 0.812
Response efficacy H2 0.720 0.825 0.828 0.617
H3 0.820
11 0.808
. . 12 0.670
Protection intention 3 0.716 0.800 0.805 0.510
14 0.652
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Validity is generally verified using convergent validity and discriminant validity.
Convergent validity is tested by factor loadings and AVE, with factor loadings judged based
on a threshold value of 0.6, and AVE values required to be greater than 0.5. As shown in
Table 3, the factor loadings and AVE values in this study meet the requirements, indicating
that the model has good convergent validity. Discriminant validity was assessed using the
square root of the AVE and the correlation coefficients between the latent variables. As
shown in Table 4, the diagonal elements represent the square root of AVE, and the off-
diagonal correlation coefficients are all smaller than the corresponding diagonal values,
indicating that the model has good discriminant validity.

Table 4. Results of discriminant validity analysis

Digit Percei Respons | Self- | Protectio | Digital D'g't.al Informatio Digital
erceive i . security n
al e efficac n operatio . knowled
. d threat . . . - awarene | evaluation
ethics efficacy y intention | n skills s ge
SS ability
Digital
ethics 0.788
Perceived 0.515 0.765
threat
Response | 4 48 | 0398 | 0.785
efficacy
Self- 1 5430 | 0344 | 0473 | 0718
efficacy
Protection | o 44 | 0417 | 0484 | 0532 | 0.714
intention
Digital
operation | 0.499 0.442 0.469 0.495 0.51 0.769
skills
Digital
security | 0.515 0.505 0.333 0.422 0.453 0.519 0.764
awareness
Informatio
n 0.536 0.595 0.412 0.399 0.436 0.685 0.647 0.740
evaluation
ability
Digital
knowledg | 0.585 0.484 0.459 0.458 0.459 0.514 0.524 0.589 0.782
e

Confirmatory Factor Analysis of Digital Literacy
First-order Confirmatory factor analysis of digital literacy

We conducted a confirmatory factor analysis (CFA) of the five dimensions of digital literacy
using AMOS software. The first-order CFA model is shown in Figure 2. The results showed
that the factor loadings ranged from 0.71 to 0.82. The CR values of the latent variables were
all greater than 0.6, and the AVE values were all above 0.5. Thus, the model demonstrated
good internal consistency and convergent validity. The model fit indices of the first-order
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CFA are presented in Table 5, indicating that the model has a good overall fit and the
parameter estimates are robust.

Figure 2. First-order confirmatory factor model diagram
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Table 5. Fit indices of the first-order confirmatory factor model

Fitting

Indicator CMIN/DF GFlI TLI RMR SRMR IFI CFlI PGFI
As‘igﬁt;:r‘é“ <3.00 >0.90 >090 | <005 | <005 | >0.90 | >090 | >0.50

égtl‘d? 2.098 0.939 0.952 0.025 0.033 0963 | 0962 | 0.649
JuFdigt:jtri'r:lgnt Qualified | Qualified | Qualified | Qualified | Qualified | Qualified | Qualified | Qualified

Second-Order Confirmatory Factor Analysis of Digital Literacy

The high correlation coefficients among digital knowledge, information evaluation ability,
digital operation skills, digital security awareness, and digital ethics indicate the existence of a
higher-order latent construct. Therefore, a second-order factor model was constructed based
on the first-order model, and a second-order confirmatory factor analysis was conducted. The
path diagram is shown in Figure 3. The factor loadings representing the influence of digital
literacy on its five dimensions are all greater than 0.6. Among them, users generally consider
information evaluation ability the most important aspect of digital literacy, with a factor
loading of 0.85. This is followed by digital operation skills (0.75), digital security awareness
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(0.74), and digital knowledge (0.72). Digital ethics is considered the least influential factor,
with a loading of 0.69.

Figure 3. Second-order validation factor model diagram
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The second-order validation factor loadings of the model ranged from 0.68 to 0.85, the
CRs of the latent variables were all above 0.6, and the average AVE values were all greater
than 0.5. Thus, the construct reliability and convergent validity of the model were considered
acceptable. The overall model fit indices, as presented in Table 6, all met the recommended
thresholds. Therefore, the second-order validation factor model is valid and reliable.

Table 6. Second-order validated factorial model fitting metrics

Fitting

ndicater | CMIN/DF GFI TLI RMR | SRMR IFI CFI PGFI
As‘i:‘r’lt;:rg“ <3.00 >0.90 5090 | <005 | <005 | 090 | >0.90 | >0.50

62}32' 2.129 0.935 0.950 0.029 0.039 0.959 0.959 0.681
JuFdigt;tri'r?gnt Qualified | Qualified | Qualified | Qualified | Qualified | Qualified | Qualified | Qualified

Model Validation

Based on the research hypotheses as the theoretical foundation, a structural equation model of
the impact of digital literacy on smartphone users' intention to protect information security is
constructed (as shown in Figure 4).
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Figure 4. Structural equation model diagram

The overall fit of the model is shown in Table 7, and the overall fitness indexes all meet
the criteria. Therefore, the hypothetical model proposed in this study and the actual data fit
well, and the measurement model is valid.

Table 7. Overall model fitness metrics for model validation factor analysis

Irlftljfggtgor CMIN/DF GFI TLI RMR | SRMR IFI CFI PGFI

ASdtZﬁ?:rgn <3.00 >0.90 >0.90 | <0.05 | <0.05 >0.90 >0.90 >0.50
é;tlﬂz' 1.601 0.903 0.948 | 0037 | 0048 | 0953 | 0953 | 0.763
Julzdigmgm Qualified Qualified | Qualified |Qualified Qualified | Qualified | Qualified | Qualified

Research hypothesis testing
Direct Effects Test

Using structural equation modeling to test the direct effect relationships yielded the path
coefficient analysis results, as shown in Table 8. The results indicate that digital literacy has a
significant direct effect on response efficacy, perceived threat, and self-efficacy, suggesting
that enhancing the digital literacy of smartphone users can improve their information security
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response efficacy, perceived threat, and self-efficacy. Digital literacy, response efficacy, and
self-efficacy also exhibit significant direct effects on users' intentions to protect information
security. However, the direct effect of perceived threat on protection intention is not
significant, indicating that the perception of information security threats on mobile smart
devices does not influence users' protection intentions. Hypotheses H1la, H1b, H1lc, H1d, H3,
and H4 are supported, while H2 is not supported.

Table 8. Results of model path coefficient analysis

Paths Estimate S.E. C.R. P Hypotheses
- Response —
Digital literacy > efficacy 0.590 0.101 8.353 supported
Digital literacy | -—-> Piﬁ‘;‘;’ted 0.669 0.094 8.844 *okk supported
Digital literacy ---> Self-efficacy 0.594 0.093 7.861 el supported
L Protection *x
Digital literacy > intention 0.361 0.16 3.133 supported
Response > Protection 0.155 0.069 | 2.185 * supported
efficacy intention
Perceived s Protection 0.028 0091 | 0349 | 0727 | rejected
threat intention
Self-efficacy | ---> Protection 0.241 0.083 | 3.288 o supported
intention

Mediation Effect Test

Based on these results, the mediating effect of digital literacy on the intention to protect was
further tested. The bootstrap method was used to test the significance of the mediating effects
of response efficacy, perceived threat, and self-efficacy (Hayes, 2009).

As shown in Table 9, the direct effect, total indirect effect, and total effect of digital
literacy on the intention to protect were all significantly positive. The direct effect of digital
literacy on the intention to protect was 0.361, while the indirect effect was 0.253. Among the
three specific indirect effects, the pathways digital literacy — self-efficacy — protection
intention and digital literacy — response efficacy — protection intention reached a significant
level, while the pathway digital literacy — perceived threat — protection intention did not
reach a significance level. Self-efficacy and response efficacy were found to partially mediate
the relationship between digital literacy and intention to protect, respectively, while perceived
threat did not mediate this relationship.
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Table 9. Direct, indirect, and total effects

Estimated Bias-corrected 95% confidence interval
Effects SE
value Lower Upper
Direct effect 0.361 0.131 0.107 0.625
Indirect effects 0.253 0.098 0.071 0.456
Total effect 0.614 0.068 0.463 0.729
Specific indirect effects

Digital literacy-Self efficacy-Protection

. . 0.143 0.050 0.057 0.259
intention
Digital Iiteracy_— Response efficacy - 0.091 0.046 0.004 0.190
Protection intention
Digital literacy - Perceived threat - 0.019 0.061 -0.099 0.143

Protection intention

Discussion

This study reveals that enhancing smartphone users' digital literacy plays a crucial role in
strengthening their response efficacy and self-efficacy, which in turn significantly reinforces
their intention to protect information security. These findings provide meaningful insights into
cybersecurity-related user behavior and offer practical implications for policymakers,
educators, and businesses aiming to foster a more secure mobile environment.

First, the findings underscore the foundational importance of digital literacy in the context
of smartphone information security (Sirlin et al., 2021). Digital literacy encompasses more
than just operational or technical skills; it includes the ability to locate, evaluate, and
appropriately apply information, recognize digital risks, and engage in responsible and secure
behaviors online. As users' digital literacy improves, they become more confident in their
ability to manage cyber risks and more likely to prioritize protective behaviors (Goldag, 2021;
Pawlicka et al., 2022). Users with higher levels of digital literacy are better equipped to
evaluate the feasibility of security actions, identify the necessary knowledge and tools to
mitigate risks, and ultimately enhance their intention to protect personal data (Tinmaz et al.,
2022; Audrin & Audrin, 2022).

Second, the study finds that improved digital literacy enhances users' response efficacy,
their belief in the effectiveness of security measures in mitigating cyber threats (Fischer-
Preller et al., 2022). Response efficacy is a key component of Protection Motivation Theory
and influences how individuals assess and respond to potential risks (Norman et al., 2015).
Users who believe that certain protective behaviors, such as using complex passwords or
regularly updating software, can significantly reduce risk are more likely to adopt those
measures (Chen & Yuan, 2022). Digitally literate users are better able to recognize the value
of these practices and more capable of implementing them effectively. Hence, greater digital
literacy contributes to a stronger belief in the effectiveness of protective actions, which in turn
promotes more consistent and deliberate information security behavior.
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Third, while the study shows that digital literacy increases users' perception of
cybersecurity threats, this heightened awareness does not significantly impact their behavioral
intention to protect information security. This finding aligns with prior studies (Blythe &
Coventry, 2018; Heidt et al., 2019), suggesting that awareness alone may not be sufficient to
drive behavioral change. Although users with higher digital literacy can more readily identify
threats such as phishing, malware, and identity theft (Pattinson et al., 2015; Park, 2013), this
awareness does not always translate into action. Psychological inertia may cause users to
continue with past behavior patterns despite knowledge of risks. Additionally, time
constraints, cognitive load, and social influences may reduce users' ability or motivation to act
upon their awareness (Albrechtsen & Hovden, 2010). Furthermore, users may exhibit
optimism bias or avoidance tendencies, believing that serious information security incidents
are unlikely to happen to them (Shepherd & Kay, 2012). These findings suggest that raising
threat awareness should be paired with strategies that reduce psychological barriers and
promote actionable behavior.

Fourth, the study confirms that digital literacy has a strong positive effect on self-
efficacy, the belief in one's ability to effectively handle cybersecurity challenges (Taba et al.,
2022). Self-efficacy is a critical determinant of behavior, particularly in complex and dynamic
contexts such as cybersecurity (Coklar & Tatli, 2020). Users with high digital literacy tend to
possess better problem-solving skills and a broader understanding of security tools and
strategies. This technical competence enhances their confidence and increases the likelihood
that they will engage in protective actions. In other words, digital literacy empowers users not
only with knowledge but also with a sense of capability, which is essential for proactive
information security behavior.

These findings offer several important implications for practice:

First, policymakers should recognize the foundational role of digital literacy in national
cybersecurity strategies. Given that digital literacy directly influences users' security
intentions through self-efficacy and response efficacy, educational and public policy
initiatives should prioritize comprehensive digital literacy training. This includes not only
basic technical skills, but also critical thinking abilities such as evaluating the credibility of
online information and recognizing security threats. Governments can integrate digital
literacy modules into school curricula, adult education programs, and community workshops,
especially targeting vulnerable populations such as older adults and rural residents who may
be at greater risk of information security breaches. Policymakers should also consider
leveraging real-time behavioral data (Rouhani et al., 2018) and use it to design targeted
interventions that address specific user needs and challenges in cybersecurity.

Second, businesses, especially those in the digital service and smartphone application
industries, should embed user-centered cybersecurity features into their design processes.
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While users with higher digital literacy are more likely to adopt security measures, their
effectiveness can be enhanced through better system defaults, clearer interface cues, and
proactive security alerts. Organizations can also provide interactive guidance and personalized
feedback to encourage the development of self-efficacy and reinforce the perceived
effectiveness of protective behaviors.

Third, cybersecurity awareness campaigns should move beyond threat-based messaging
and instead focus on capability-building. As this study shows, perceived threats alone do not
significantly influence users’ protection intentions. Therefore, campaigns that overemphasize
fear may not lead to actual behavioral change. Instead, messaging should empower users with
actionable steps, highlight the benefits of security measures, and build confidence in their
ability to execute protective behaviors effectively.

Fourth, smartphone manufacturers and mobile software developers should provide
embedded digital literacy tools and privacy dashboards. Features such as real-time risk
assessments, simplified security settings, and transparent data usage reports can reinforce
users’ security self-efficacy. By reducing the technical barriers to secure usage, digital
environments can better accommodate users with varying levels of literacy, promoting
inclusive information security engagement.

Finally, digital literacy programs should be adaptive and ongoing. As technologies evolve
rapidly, static forms of training may soon become outdated. Stakeholders in education,
technology, and policy must establish mechanisms for continuous learning and skill renewal.
Collaborative efforts across public, private, and academic sectors can ensure that digital
literacy development remains aligned with emerging security challenges and societal needs.

Conclusion

In the context of the digital economy’s rapid advancement, the prevalent use of smartphones
has introduced significant information security challenges. This study has explored the
relationship between digital literacy and smartphone users' intention to protect information
security, aiming to provide insights into enhancing personal information security in the digital
age.

The research has constructed a theoretical model integrating protection motivation theory
and digital literacy theory, and has proposed corresponding hypotheses. Through a survey of
smartphone users and subsequent data analysis using structural equation modeling, several
key findings have emerged. Firstly, digital literacy is found to have a direct positive impact on
users' intention to protect information security. This suggests that as users' digital literacy
improves, they are more likely to take proactive measures to safeguard their personal
information. Secondly, digital literacy also indirectly influences users' protection intention
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through self-efficacy and response efficacy. This implies that enhancing users' belief in their
ability to effectively protect their information and their confidence in the effectiveness of
protective measures can further strengthen their intention to act. However, despite digital
literacy positively affecting users' perception of threats, this heightened awareness does not
significantly influence their intention to protect information security, indicating that
awareness alone may not be sufficient to drive behavioral change.

The findings of this study may have several implications. For policymakers, the results
highlight the importance of incorporating comprehensive digital literacy training into
educational and public policy initiatives. This training should not only cover basic technical
skills but also critical thinking abilities, such as evaluating online information credibility and
recognizing security threats. Businesses, particularly those in the digital service and
smartphone application industries, should design user-centered cybersecurity features and
provide interactive guidance and personalized feedback to encourage the development of self-
efficacy and reinforce the perceived effectiveness of protective behaviors. Cybersecurity
awareness campaigns should focus on capability-building rather than merely emphasizing
threats, empowering users with actionable steps and building their confidence in executing
protective behaviors. Smartphone manufacturers and mobile software developers are
encouraged to provide embedded digital literacy tools and privacy dashboards to reduce the
technical barriers to secure usage and promote inclusive information security engagement.
Lastly, digital literacy programs should be adaptive and ongoing to keep pace with rapidly
evolving technologies.

Overall, this study provides a new perspective for understanding personal information
security protection behavior in the digital age and offers practical guidance for improving
users' intention to protect information security. Future research could further explore the
dynamic nature of digital literacy and its long-term impact on information security behavior,
as well as investigate the effectiveness of different digital literacy interventions in enhancing
users' protection intentions and actual behaviors.
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